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The Federal Rules of Civil Procedure provide that a court can issue an exparte 
TRO only if the legal standards for a notice TRO and the following requirements 
are met: 

• Specific facts in an affidavit or verified complaint clearly show that 
immediate and irreparable injury, loss, or damage will result to the movant 
before the adverse party can be heard in opposition; and 

• The movant's attorney certifies in writing any efforts made to give notice 
and the reasons why it should not be required. Fed. R. Civ. P. 65(b). 

III. Seeking a Notice or Ex Parte Temporary Restraining Order 

Procedures: Provided that an investigation has been opened through the 
Enforcement Action Process, Staff should use their best judgment to determine 
whether a particular case merits a notice or exparte proceeding based on the factors 
listed below. If Staff believe that the case merits a notice or exparteTRO, Staff should 
consult with their supervising ALD, as soon as possible, to determine the appropriate 
course of action. 

Staff should consider seeking an exparte TRO in the following situations: 

• Where the facts of the investigation demonstrate that assets and evidence 
stemming from the unlawful activity will be dissipated, destroyed, or otherwise 
made unavailable pending the outcome of litigation; or 

• Where ongoing conduct of the defendant(s) threatens or continues to 
subject consumers to harm; and 

• Where the situation meets the legal standard for exparte TRO relief under 
the Federal Rules of Civil Procedure and relevant case law. 

Contemporaneously with the filing of a motion for a notice TRO, Staff should file 
all other necessary pleadings to effectuate the TRO. These pleadings usually 
include, but are not limited to the following: 

• Motion for a TRO; 
• Memorandum of points and authorities in support of the motion; 
• Proposed TRO; 
• Motion for a preliminary injunction (sometimes referred to as a motion to 

show cause why a preliminary injunction should not issue); 
• Memorandum of support for the preliminary injunction; 
• Proposed preliminary injunction; and 
• Civil complaint. 

If Staff seek an exparteTRO, contemporaneously with the filing of a motion for an 
exparteTRO, Staff should file all other necessary pleadings to effectuate the TRO. 
These pleadings usually include, but are not limited to the following: 

2 

CAUTION! 	ynatona! 
	

tr.c 

POCIUCt. Law Er.tb. 

CFPB FOIA-2017-078-F
Recvd. by J. Pompan, Venable LLP, Jan. 23, 2017



Office Policy 
	

Manual 2.0 (last revision 03/22/13) 

• Motion for ex parte TRO; 
• Memorandum of points and authorities in support of the motion; 
• Attorney affidavit pursuant to Fed. R. Civ. Pro. 65(b)(t)(B) attesting to 

efforts made to give notice and reasons why notice should not be required; 
• Proposed TRO; 
• Motion for a preliminary injunction (sometimes referred to as a motion to 

show cause why a preliminary injunction should not issue); 
• Memorandum of support for the preliminary injunction; 
• Proposed preliminary injunction; 
• Civil complaint; and 
• Motion to seal all documents and memorandum in support.2 

Guidance: Additional pleadings and other material may be necessary to support the 
TRO depending on case-specific facts and the local rules where the motion is filed. Staff 
should always review local rules and seek out any judge-specific rules when seeking a 
TRO. The Bureau is not required to provide security, as is normally required of private 
litigants seeking injunctions and restraining orders, and Staff should note this fact in 
the memorandum of support for the TRO and the proposed TRO. See Fed. R. Civ. Pro. 
65(c). 

Staff should consider including the following fact-related provisions in a 
proposed notice and ex parte TRO (the specifics of each provision are discussed 
in more detail below): 

• Asset freeze; 
• Accounting of assets; 
• Repatriation of foreign assets; 
• Expedited discovery; 
• Prohibition on filing for bankruptcy without prior court approval; 
• Stay of other actions; 
• Limitations on business activities; 
• Obtaining defendants' credit reports; 
• Service upon the Bureau; 
• Appointment of a court-appointed receiver; and 
• Immediate access to the business premises / Forensic Collection of Evidence. 

2  Until a policy regarding filing under seal is issued, Staff should consult with their supervising ALD 
regarding a determination of whether the civil complaint, TRO pleadings, and preliminary injunction 
pleadings should be filed under seal. To seal information, Staff generally must file a motion to seal with 
a brief memorandum in support and a proposed order. Any proposed order to seal the civil complaint 
hould provide for the seal to be lifted automatically after notice of service on the defendant(s) (and 

restraint of assets, if any) has been filed with the court or within 14 days from issuance of the TRO or 
whichever occurs first. 
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Additional filings and considerations may include, for example, a motion for 
admission to the court pro hac vice, a motion to seal the court filing for a limited 
time, or having a local attorney on the pleadings — i.e., a Bureau attorney admitted 
to practice in that district or a Civil Division Assistant United States Attorney for 
that district. As federal government attorneys, Staff may appear in any court in the 
country and motions to be admitted pro hac vice should not be necessary. However, 
some courts require such admission and local electronic case filing (ECF) 
registration before appearing. 

Staff should be prepared to address the merits of a TRO on very short notice. Some 
courts will decide the motion in chambers on the pleadings without a formal 
hearing in court and some courts will conduct a brief hearing in court. In the latter 
situation, if Staff seeks an ex parte TRO Staff should have the court closed to the 
public and be prepared to have an investigator testify as to evidence necessary to 
establish the elements for a TRO. Because hearsay testimony is admissible to 
establish a TRO, most courts will not require witnesses be present for a TRO 
determination. Still, it is advisable to have the case investigator present and, if 
possible, to seek guidance from the court regarding whether it will expect or want 
other witnesses present. Staff generally will not know which judge has been 
assigned until after the case has been filed and docketed with the Clerk of the 
Court. However, once the Clerk's Office assigns the case to a particular judge, Staff 
should provide a blackberry or cellphone number to the assigned Judge's 
courtroom deputy clerk so that Staff may be reached easily should the court have 
questions or want to decide the motion in chambers. Staff should also consider 
communicating with the local United States Attorney's Office Civil Division to 
obtain further information relating to local practice and whether there is a district 
court duty judge to whom TROs are assigned. 

TROs are valid only for a limited time and good cause must be shown to extend a TRO. 
See Fed. R. Civ. Pro. 65. Once a TRO is granted, the court will likely set a date for the 
preliminary injunction hearing. Staff should always insure that the preliminary 
injunction hearing is set prior to the expiration of the TRO, which is 14 days from date 
of issuance. Fed. R. Civ. Pro. 65(b)(2). If the court overlooks this planning, Staff should 
seek a continuance of the TRO. When seeking any continuance, Staff should lay the 
foundation that the continuance has been granted for good cause as required in the 
Federal Rules of Civil Procedure. This additional finding will assist in preventing an 
appellate issue regarding the timing and/or continuance of the TRO. 

Staff should be prepared immediately to send a copy of the signed TRO via email, 
facsimile, U.S. mail, FedEx, or personal service to financial institutions where the 
defendants have accounts or other businesses used by or holding assets of the 
defendants. Each financial institution will likely have different procedures for 
receipt of court orders. Generally, financial institutions require that a TRO be served 
on its legal-process or subpoena department. Many financial institutions require a 
hardcopy be sent via overnight delivery or FedEx. This may not always be necessary 
if your TRO specifically provides for service via facsimile and email. This process is 
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particularly important because once the financial institution has received notice of 
the TRO it may be liable for the release of funds from the frozen accounts. 

a. Seeking a Court-Appointed Receiver 

Procedures: When the Bureau seeks to have the court appoint a receiver as part of 
either a notice or ex parte proceeding, to avoid the appearance of an impropriety, 
i.e., favoritism in using certain receivers, Staff should be prepared to recommend at 
/east two potential receivers to the court for consideration. The receivers 
recommended by Staff must be in good standing with the applicable state bar 
association or other professional organization(s). In addition, the recommended 
receiver should have some experience as a receiver or business monitor, including 
but not limited to, the following: working with federal government agencies (e.g, 
Federal Trade Commission, Securities and Exchange Commission, Commodities 
Futures Trading Commission, or the prudential regulators), auditing and managing 
businesses, financial accounting practices, and/or management and liquidation of 
assets in bankruptcy. 

Staff should consider whether it is necessary to seek a court-appointed receiver when 
seeking either a notice or ex parteTRO. A court-appointed receiver acts under the 
authority granted to it by the court. See Fed. R. Civ. Pro. 66. Although the request for 
a receiver may come from the Bureau, the receiver is independent from the Bureau 
and accountable to the court. Thus, it is important that any proposed TRO that 
includes an appointment of a receiver clearly state the receiver's authority and power 
are granted by the court to the receiver. 

Staff should maintain close communications with the receiver, assist the receiver when 
necessary, and monitor the receiver's costs and expenditures. The proposed TRO 
should state how the receiver will be paid. The court may require the receiver to submit 
periodic reports and to seek authorization from the court to be paid. Staff should 
monitor the receiver's expenses to insure that there are no miscellaneous or 
unexplained expenses. Staff should also insure that the receiver's expenses are justified 
by the work performed. The amount of funds paid out to the receiver from any business 
taken over will determine the amount of funds returned to consumers for redress, as 
most receivers are paid either from the business profits or the liquidation of the 
business assets. An experienced receiver will minimize expenses or costs and maximize 
consumer redress. 

A court-appointed receiver will also likely need immediate access to the business 
premises (discussed in the next section). Thus, Staff should include a provision in a 
proposed TRO allowing the receiver to enter the business premises or anywhere 
business is conducted and to secure such premises. For more information about such a 
provision, see the draft provisions template once it is finalized. 

b. Immediate Access to Business Premises /Forensic Collection of Evidence 
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Procedures: If Staff believe that an immediate access to a business premises should 
be included as part of either a notice or ex parte TRO, Staff should obtain approval 
from Staffs supervisory ALD to include such a request as part of a TRO. Staff should 
also provide the Director of Professional Support with as much advance notice as 
possible regarding the seeking of a TRO. The Director of Professional Support will 
notify the Bureau's Office of Technology and Innovation and coordinate the 
procurement of any necessary contractor services for forensic collection of evidence 
(collectively "forensic collection team") from the immediate access and from the 
forensic collection. 

If a TRO provides for the appointment of a receiver, Staff should coordinate 
with the receiver to insure that the business premises will be secured by local, 
state, or federal law enforcement immediately prior to Staff and the receiver's 
entry into the premises. Staff should not enter the premises until it is secured 
by law enforcement. If a TRO does not provide for the appointment of a 
receiver, but does provide for an immediate access to a business premises, 
Staff should directly coordinate with law enforcement to insure that the 
business premises will be secured prior to Staffs entry into the premises. If 
Staff is present at an immediate access, Staff should maintain a safe distance 
from the business premises until informed by law enforcement that the 
premises are secure. Only then may Staff enter the premises. 

If Staff seek an immediate access to the business premises through a receiver, Staff 
should consider having present at least one attorney, investigator, and paralegal or 
legal assistant, in addition to the forensic collection team. Any investigators or other 
Staff present at the immediate access should be prepared to potentially testify as a 
witness as to what occurred at the immediate access. 

Staff should insure that the necessary steps have been taken to coordinate the 
immediate access with local or other law enforcement and that forensic and other 
evidence necessary for the successful prosecution of the case will be collected and 
preserved. Staff should consider asking law enforcement to remain present during 
forensic collection while employees of the business are present. 

Once inside the business premises, Staff should assist, if necessary, in reviewing 
evidence, including but not limited to records, documents, and electronic 
information discovered at the immediate access that may be used for the 
prosecution of the case. Staff may also assist in interviewing employees, but 
should only do so in the presence of other Bureau staff, such as the case paralegal, 
investigator or other third-party that can testify about the interview. 

Forms/Templates: This section provides guidance and examples of provisions 
that Staff should consider including in any proposed TRO. 

• Template — Sample Ex Parte TRO, see Templates and Forms folder on the Z Drive. 
• Guidance: Evidence Check List for Immediate Access in TROs, see Guidance 

documents in this manual. 
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Procuring an Expert/Consulting Witness 
[Email to Enforcement Team from L. Lee, dated 11/20/2014] 

All team — 

Per the [Decision Memo signed by the Director], the procedures for procuring an 
expert witness (consulting and/or litigating) have recently 
changed. Z: \ Enforcement \ Resources \ Expert 
Witnesses \ SEFL.DecisionMemo.RC.Expert Witness for Litigation Background 
Policy.pdf Rather than the lengthy background security check required of all other 
types of contractors, the Bureau is requiring that the staff OD conduct certain "due 
diligence" in selecting an expert, based on practices at similarly situated agencies, and 
(2) obtain clearance from an FBI name search. Because an FBI name search is not 
normally required by other agencies, the staff should advise a prospective expert that 
this is a condition of the award. If the expert declines to be considered for the job or 
does not obtain clearance for reasons that appear unwarranted, please advise us as 
this procedure could be reconsidered. 

This email contains the instructions for identifying the appropriate expert, procuring 
the expert and transferring information to the expert. 

A. Identifying the appropriate expert 

• Bureau attorneys will conduct an initial screening interview with 
the prospective expert to determine the fit between the expert's 
abilities and the Bureau's need. 

• The prospective expert will complete, sign, and return the attached 
non-disclosure agreement (NDA) that prohibits disclosure of certain 
information without prior Bureau approval and notifies the expert of 
civil and criminal penalties that may follow wrongful 
disclosure. Z: \ Enforcement \ Resources \ Expert Witnesses \ Expert -  
NDA.docx 

• Bureau attorneys will identify potential and actual conflicts of 
interest by combing through the expert's CV. When an expert is not 
previously known to the Bureau, is not recommended by a trusted 
source, or if there is a significant time gap since the expert last 
performed services for the government, the Bureau attorneys will 
more vigorously research third-party sources. For example, the 
attorneys will conduct a detailed internet and legal-database search 
for information about the expert. 

• Bureau attorneys will interview the prospective expert for the purpose 
of performing due diligence, including inquiring whether there is 
anything in the expert's background that could impugn the expert's 
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testimony or work product. Topics for the interview should include at 
least: 

• Prior expert witness engagements; 
• Whether a court, arbitrator, hearing officer or 

administrative law judge has ever excluded the expert 
from testifying or reached an adverse conclusion as to the 
individual's expert status; 

• Any civil lawsuits to which the expert has been a party; 
• The amount and percentage of the expert's income that is 

derived from government contracts; 
• Whether the expert has ever been under criminal 

investigation or indictment for, or been convicted of or 
pled guilty to, any crime or misdemeanor; 

• Whether any civil penalties have been assessed against 
the expert; 

• Whether the expert has any unpaid liabilities to the 
federal government; 

• Whether the expert has timely filed all required federal 
tax forms within the past three years. 

• The expert should be advised that they will have to undergo a 
limited name check background. This process may be 
unfamiliar to the expert given that it is not usually required by 
other government agencies. The name check will result in a 
positive or negative result. If the name check produces a 
negative result (i.e., the FBI discovers red flags in criminal 
databases), then a trained adjudicator will evaluate the 
expert's suitability. 

B. Procuring the proposed expert (this link is to a general PowerPoint presentation 
on the overall procurement process that may be helpful 
)Z: \ Enforcement \ Resources \ Expert Witnesses \ Procurement iotpptx 

Note: The expert cannot receive payment for any work done prior to the 
award of the contract. 

1. 	The legal team needs to obtain written approval from a supervisor (ALD 
or LD) to obtain an expert at the proposed costs. 
• Costs include labor rates for all personnel, multiplied by the hours 

anticipated, for the anticipated period of time up to one year. It is 
very important to identify and separately itemize any other costs that 
are In addition to the labor rates. This means that any equipment, 
supplies, travel or other items or activities not covered by the hourly 
rate must be itemized separately. If needed items arise later that you 
have not originally accounted for, a modification to the contract with 
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additional funding will be necessary, which will delay implementing 
the contract. 

Provide the approval from #1 above and a Control Sheet to Joanna and 
Tony, with a ce to Wade. Attached is the latest version of the control 
sheet at this date that has 16(a)-(c) pre-filled; however, you will want to 
check to make sure you are using the latest version of the Bureau's 
control sheet as they tend to change with each fiscal year. 
.Z: \ Enforcement \ Resources \ Expert Witnesses \ Expert - control sheet 
tentlf 

o We recommend that the description of the Project Title and 
description of goods or services to be provided be generic. While 
procurement materials can be disclosed for litigating experts, 
information about consulting experts are generally not publicly 
disclosed. The description should be specific enough to identify what 
contract you are funding, but broad enough not to identify the 
specific case, case strategy, or limit your potential future investigative 
approaches. 

o A paralegal who is a COR is the COR on the award. 
o The Period of Performance is the time period you expect to use the 

expert. The time period may cross the fiscal year and it may exceed 
one year in time; however, be advised that funding is done on an 
annual basis. This means that for contracts exceeding one year, in 
each year, you will need to submit a new control sheet to add funds in 
increments of one year. 

o Assuming it is under $5oo,000, you only need Joanna's signature. If 
she is not available, Tony is also able to sign. 

o After signature, submit to CFPB OCFO Requisitions@cfpb.gov. 
Again, please cc Wade as he tracks the obligations for these costs. 

3. The Bureau can only make an award to a person who is registered in the 
System for Award Management (SAM) and has obtained a DUNS 
number. The website is: https://www.sam.gov/portal/public/SAM/  If 
your expert has not previously registered, they should proceed to do so. 

4. Complete the following procurement materials and send them 
to Nicholas.OlsonOcfpb.gov  and Matthew.Chmielewskiobcfpb.gov. 

a. Service Contract Code. The above form is pre-filled. Every category is 
marked "no" except for "Involve work in a situation that permits or 
might permit access to confidential business information" which 
includes a footnote on page 5 describing our management of this 
situation. Tony's signature is required prior to submitting to 
Procurement.Z: \ Enforcement \ Resources \ Expert Witnesses Expert - 
Service Contract Coding template.docx  
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b. Justifications Content. This provides the justification as to why you 
need a sole source contract for the particular expert you have chosen, 
rather than a publicly competed contract typically required by the 
government procurement 
process. Z: \ Enforcement \ Resources \ Expert Witnesses \ Experts-
SSJ.doc 48 C.F.R. sec. 6.3o2.3(b)(3)(i) permits less than full and 
open competition in the award of expert contracts. Please be sure to 
state on the cover email that "this is a contract for the services of an 
expert to support the Federal Government in any current or 
anticipated litigation or dispute and should not be publicly -
disclosed." Nick and Matt know this, but if it gets forwarded during a 
FOIA review, it bears repeating in the cover email. Generally the 
existence of a government contract must be publicly disclosed in a 
reporting system. However, exceptions in FAR for expert contracts 
allow the Bureau to only disclose a dummy DUNS number, to an 
undisclosed recipient, the date, amount of funds, type (labor hours), 
the fact it is a Sole Source contract for, as Procurement discloses 
these, "in support of Enforcement activities." 48 C.F.R. sec. 
5.202(a)(14). This also means that prior to litigation, the expert 
contract is exempt from a FOIA request, 5 USC sec. 522(b)(5) and 
522(b)(7)(A) and (E). Once litigation is filed and the federal rules 
come in to effect, the expert contract is subject to discovery pursuant 
to FRCP 26(b)(4)(C)(i). However, if the contract is for a consulting 
expert that will not testify, FRCP 26(b)(4)(D) exempts that 
information from discovery. 

Given that litigating expert materials may be discoverable, 
consideration should be given to whether to use one or multiple 
contracts for the same expert in different cases for consulting and 
litigating work. 

c. Independent Government Cost Estimate 
(IGCE). Z: \ Enforcement \ Resources \ Expert Witnesses \ IGCE-
Crawshaw.xlsx This is an example from a case of a cost estimate. It 
breaks down the hours and cost per hour for each consultant, travel, 
cost per trip, and any other supplies and equipment not covered by 
the labor hours that you anticipate will be needed. Procurement often 
asks for proof that the fees are what the expert charges others, so if 
you have that, it can help expedite the procurement process by 
providing it to Procurement with your materials. 

d. Statement of Work. Z: \ Enforcement \ Resources \ Expert 
Witnesses \ Expert - SOW.DOCX How you describe the work that the 
Bureau is paying the expert to do is discretionary. The attached 
template contains some suggested language that may be useful to 
you. The SOW should be detailed enough to identify the tasks, scope 
of work, tests, and work product - what we expect to obtain for the 
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money the Bureau pays - in order to make a meaningful, meeting of 
the minds contract that may even have to be enforced. However, it is 
recommend that it not be so detailed as to require a modification to 
the scope of work if there is a shift in focus in the case or to prejudice 
your case strategy if it is publicly disclosed. It should be more 
detailed than simply stating, "provide necessary analytical work, 
tests, and reports as directed," but not contain the specific questions 
the expert is retained to opine on. One approach is to explain the 
background of the need for this service and that Enforcement needs 
this analytical support to report on what is required to address this 
need, and identify deliverables or outcomes. 

Again, include any other expenses or activities, particularly the 
anticipated number of trips. Travel is not paid by the Concur system 
for Federal employees; rather, the expert pays for their own travel 
and then charges the Bureau through the contract; thus, they will be 
limited to the amount that is identified in the contract. If all items 
are not addressed in the SOW, the award will have to be modified 
later and funding added, which will delay implementing the award. 

e. 	Based on these materials, Procurement creates a draft award 
document which they will provide to the COR. The legal team should 
carefully review it, provide edits to Procurement and ultimately 
approve it. The contract sets the terms and conditions of the expert's 
employment. Procurement sends it to the contractor and will contact 
the COR with any issues that may arise. Any later material changes 
require a modification done through Procurement. 

	

5. 	Experts are required to pass a security background check but it is much 
more streamlined than the previous procedure. There are three forms to 
obtain from the consultant and submit to Personnel Security 
at CFPBPersonnelSecurity@cfpb.gov. The security review consists of an 
FBI name check. Once these forms are submitted, the COR will be 
contacted by Security with a start date. The contractor is not allowed to 
start work until they receive this start date. Security advises that you can 
generally expect a response in 5 days. Early in your discussions with the 
expert, you should advise them that they will have to undergo an FBI 
name check. 

a. Expert FBI name check Z: \ Enforcement \ Resources \ Expert 
Witnesses Expert - Release form.pdf 

b. Expert Release form.Z: \ Enforcement \ Resources \ Expert  
Witnesses \ FBI Name Check Form 4-2014.pdf 

c. Contractor Non-Disclosure Form from above 

	

6. 	If anything occurs during the course of the award such as a desire to 
modify the contract, extend the contract, add material changes or funds, 

5 

CAUTION! 	ynatona! 

POCIUCt. Law Er.tb. 

CFPB FOIA-2017-078-F
Recvd. by J. Pompan, Venable LLP, Jan. 23, 2017



Office Policy 	 Manual 2.0 (last revision 11/20/2014) 

or a failure to perform, please work with Procurement and your COR on 
those changes. 

C. Providing information to the expert: 
In general, the Bureau should provide data to experts in a way that does not 
contain direct personal identifiers, unless Bureau staff conclude that the 
expert has a demonstrated business need for such identifiers. Experts will be 
granted access only to data and information that is necessary to the 
deployment of their expertise in the matter for which they were contracted. 
Experts cannot have access to Bureau systems or facilities. Rather, the data 
should be produced out to them and retained in a separate folder per 
the attached instructions for outgoing 
productions. Z: \ Enforcement \ Resources \ Expert Witnesses \ Melcher  
Outgoing Production Procedures 2 im4o52 o.docx  

D. Hiring Foreign National Experts Z: \ Enforcement \ Resources \ Expert  
Witnesses \ RC Decision Memo - Delegation of Authority to the CFO to grant 
execeptio....pdf 

There are alternative procedures if you need to hire a foreign national, as set 
forth in the attached memo. A special exception will need to be made for 
technical expertise. If this procedure prevents you from hiring your preferred 
expert, please let us know as this procedure is subject to reconsideration. 
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Civil Money Penalties 

Section 1o55(c)(1) of the Dodd—Frank Act states that "[a]ny person that violates, 
through any act or omission, any provision of Federal consumer financial law shall 
forfeit and pay a civil penalty pursuant to this subsection."' However, the Bureau 
may not assess a civil money penalty (CMP) for a violation of any Federal consumer 
financial law unless it first provides the person accused with a notice and an 
opportunity for a hearing, or the appropriate court has ordered such assessment 
and entered judgment in favor of the Bureau.2  Section 1055(c)(2) of the Dodd-
Frank Act sets forth a three tiered framework for the maximum CMP the Bureau 
may assess based on whether the person who committed the violation knowingly or 
recklessly violated the law. 

I. 	Three-Tiered Framework 

a. First Tier (Penalty for any violation) 

The Bureau may assess first tier CMPs for the "violation of a law, rule, or final order 
or condition imposed in writing by the Bureau," but such penalty "may not exceed 
$5,000 for each day during which such violation ... continues."3 

b. Second Tier (Penalty for any reckless violation) 

Section 1o55(c)(2)(B) of the Dodd-Frank Act raises the maximum daily CMP to 
$25,000 where a person recklessly engages in a violation of a Federal consumer 
financial law.4 

c. Third Tier (Penalty for any knowing violation) 

For any person that knowingly violates a Federal consumer financial law, the 
Bureau may assess a CMP of up to $1,00o,000 for each day the violation of law 
continues.5 

II. Consideration of Other Statutory Factors 

12 U.S.C. § 5565(c)(0. "Federal consumer financial law" includes "the provisions of [the CFP Act], the 
enumerated consumer laws, the laws for which authorities are transferred under subtitles F and H of [the 
CFP Act], and any rule or order prescribed by the Bureau under [the CFP Act], an enumerated consumer 
aw, or pursuant to the authorities transferred under subtitles F and H. The term does not include the 
Federal Trade Commission Act." 12 U.S.C. § 5481(14). 
12 U.S.C. § 5• 565(C)(5). 
12 U.S.C. § 5• 565(C)(2)(A). 
12 U.S.C. § 5• 565(C)(2)(B). 
12 U.S.C. § 5565(c)(2)(C). 
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Section io55(c)(3) of the Dodd-Frank Act, 12 U.S.C. § 5565(c)(3), also requires the 
Bureau or a court to take into account the appropriateness of the CMP amount with 
respect to the following factors: 

• Size of financial resources, 
• Good faith, 
• Gravity of the violation or failure to pay, 
• Severity of the risks to or losses of the consumer, 
• History of previous violations, and 
• Such other matters as justice may require. 

P rocedures: Staff should always consider whether to seek a CMP where there is a 
violation of a Federal consumer financial law. If they believe a CMP may be appropriate 
in the matter, they should calculate the CMP within the parameters of the three-tiered 
framework. Staff should also always consider all of the mitigating factors as required by 
the statute. In cases where the violations of law occurred prior to the transfer date, 
however, Staff should calculate the CMP amount in accordance with the appropriate 
provision of law in effect at the time of the violation. 

In circumstances where the same conduct by a person violates multiple laws (e.g, the 
person failed to disclose a fee, which both violated TILA and was deceptive under 
Section 1036 of the Dodd-Frank Act), imposing only one CMP is appropriate. 
However, in cases where a person's practice or conduct leads to multiple, separate 
violations (e.g., the person's initial marketing was deceptive and the person also 
engaged in separate credit reporting violations), Staff should consult with the 
supervising ALD to determine whether multiple CMPs are appropriate. 

When submitting a recommendation memorandum for authority to sue or to 
enter into settlement negotiations, Staff should include a recommendation for a 
CMP amount or range or explain why Staff recommends not pursuing a CMP. 

Staff should consider seeking the statutory daily maximum based on the three-tiered 
framework. Staff should not specify the tier level of the CMP in public documents, 
including Consent Orders and Complaints. However, Staff should plead each of the 
elements of the underlying violations that justify the penalty sought or imposed in 
the statement of facts, including the level of scienterwhere necessary (e.g., reckless 
or knowing). 

If Staff have questions regarding whether a person's conduct may be 
characterized as "reckless" or "knowing" for purposes of Tier Two and Tier 
Three penalties, Staff should consult the supervising ALD for guidance. 

For purposes of calculating the appropriate CMP amount, Staff should consider each 
violation of law affecting an individual consumer as a separate violation. For 
example, if a company engaged in a deceptive telemarketing scheme for three months 
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and deceptively induced 3,000 consumers to purchase a product, the number of 
violations would equal 3,000 rather than 90 (the number of days the deceptive 
telemarketing scheme was in place). If Staff believes that the circumstances of a case 
warrant a different calculation (e.g, a calculation based on the number of days the 
violation lasted or the number of days the violative conduct lasted), Staff should 
consult the supervising ALD for guidance. 

Certain statutes provide specific CMP amounts for violations of law that are different 
than the amounts set forth in Section 1055 of the Dodd-Frank Act.6  If a particular 
statute provides a different maximum CMP amount or framework for calculating 
CMPs, Staff may choose to rely on the framework set forth in that particular statute or 
may rely on Section 1055 of the Dodd-Frank Act for violations of that statute that 
occurred after the transfer date. Before relying on the penalty framework set forth in 
such statutes, Staff should carefully review the applicable penalty procedures to 
ensure compliance with any technical requirements they may contain. 

Staff should generally require that a CMP be paid in full at the time an Order to pay a 
CMP is issued. In cases where Staff determines that a suspension of a CMP or a payment 
plan for a CMP is appropriate, Staff should consult with the supervising ALD to 
determine whether one of these options is appropriate. 

In cases involving CMPs against individuals, Staff should generally require that 
individuals pay CMPs with their own resources and not be indemnified by another 
entity. In cases where Staff determines that allowing an individual to be indemnified 
by another entity would be appropriate, Staff should consult with the supervising 
ALD. 

Guidance: When considering the statutory factors, Staff should take into account the 
following: 

a. 	Size of Financial Resources 

In considering the size of a person's financial resources, you should determine whether a 
person has the ability to pay a potential CMP by requesting and examining financial 
statements or other financial records during your examination or investigation into the 
person's misconduct. Please see the Policy on Financial Disclosures, once it is finalized. 
The individual and corporate financial disclosure forms are in the Templates and Forms 
folder on the Z Drive. Note that obtaining information from the subject regarding its 
financial resources may be necessary to determine an appropriate penalty amount. You 
may also want to consider the amount of the CMP and its potential deterrent effect. For 
example, a smaller CMP may have a large impact on a small non-banking institution 
while a smaller CMP may be considered the cost of doing business for a multi-billion 

For example, the Real Estate Settlement Procedures Act, 12 U.S.C. § 2609(d), the Interstate Land Sales 
Full Disclosure Act, 15 U.S.C. § 1717a, and the Secure and Fair Enforcement for Mortgage Licensing Act, 12 
U.S.C. § 51I3(d). 
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dollar institution. In cases where the defendant raises a valid claim of financial hardship 
and redress may not be possible, you should consider imposing at least a nominal CMP 
so that victims may be eligible to receive future payments from the Bureau's Consumer 
Financial Civil Penalty Fund. You may also want to consider a person's bankruptcy when 
evaluating financial resources; however, whether a CMP would be dischargeable in 
bankruptcy may depend on the facts and circumstances of the case. 

b. Good Faith 

When considering a person's good faith, it may be appropriate to lower the maximum 
penalty amount when a subject cooperates throughout an investigation, has established a 
strong compliance management system, provides evidence or other information that 
indicates the subject did not intend to violate the law, or voluntarily reimburses 
customers or engages in other corrective action. 

c. Gravity of the Violation or Failure to Pay 

When you are considering the gravity of a particular violation, you may want to 
consider the maximum statutory penalty for violations that are particularly egregious, 
whereas technical violations may warrant lower penalties. 

d. Severityof the Risks to or Losses of the Consumer 

In examining the severity of the risk to or losses of consumers as a result of a violation 
of consumer financial law, you should take into account the number of products or 
services sold or provided and the magnitude of each consumer's loss.? For example, 
you should consider whether the product was sold nationwide or to a narrow group of 
consumers; whether the violation involved a minor fee or caused consumers great 
financial distress; and whether the product was marketed for years or for a matter of 
months. 

e. History of Previous Violations 

As you examine the person's history of previous violations, a larger CMP may be 
appropriate where the person has a history of engaging in the same types of violations 
for the same or similar products or the person has previously been the subject of 
enforcement actions for violations of consumer financial laws. In a case where the person 
has a strong history of compliance with consumer financial laws, a lower CMP may be 
warranted. 

f. Such Other Matters as Justice May Require 

Some factors that you may want to consider under this category include: whether the 
person received material or substantial benefit from its practices or violations of law; 

12 U.S.C. § 5565(0 (3)(C). 
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whether the amount of the penalty would have a sufficiently deterrent effect; and 
whether previous supervisory or enforcement actions (e.g., Memoranda of 
Understanding or cease-and-desist orders) have been ineffective in eliminating or 
deterring a violation or practice. You may also want to consider whether the person 
should have known that its acts or practices violated the law or whether the Bureau's 
enforcement action involved novel interpretations of a particular statute or regulation. 

III. Consideration of Past Precedent 

Guidance: You should also consider the past precedent of the Bureau by consulting the 
Bureau's CMP Tracking Chart located here,( Z: \ Enforcement \ Assignments and 
Projects \ Front Office \ Public Enforcement Actions \ Public Enforcement Actions Chart ) 
and to a lesser extent, the past precedent of the Federal Trade Commission and the 
prudential regulators by using their CMP guidance and previous CMP assessments as a 
tool to determine whether your proposed penalty is appropriate under the 
circumstances. 

For example, please see the CMP Guidance folder on the Z Drive, which includes 
the Interagency Policy Regarding the Assessment of Civil Money Penalties by the 
Federal Financial Institutions Regulatory Agencies, which sets forth thirteen 
factors that the Federal Financial 

Institutions Examination Council (FFIEC) agenciess should consider in addition to 
the statutory factors found in each agency's enabling statute.9 These factors, which 
you may wish to consider, include: 

• Evidence that the violation or practice was intentional or was committed with a 
disregard of the law; 

• The duration and frequency of the violations or practices; 
• The continuation of the violations or practices after the respondent was 

notified or, alternatively, its immediate cessation and correction; 
• The failure to cooperate with the agency in effecting early resolution of the 

problem; 
• Evidence of concealment of the violation or practice, or alternatively, voluntary 

At the time the policy was published, the Federal Financial Institutions Examination Council agencies 
included the Office of the Comptroller of the Currency, the Board of Governors of the Federal Reserve 
System, the Federal Deposit Insurance Corporation, the Office of Thrift Supervision, and the National 
Credit Union Administration. 
See Federal Financial Institutions Exam/nation Counol:Assessment of Civi / Money Penalties, Notice of 

Reviser/ Policy Statement, 63 Fed. Reg. 30226-02 (r998). The statutory factors cited in each agency's 
enabling statute are nearly identical to the list of mitigating factors found in Section 1o55(c)(3) of the CFP 
Act. However, Section 1o55(c)(3)(C) of the CFP Act contains an additional factor, namely "the severity of 
the risks to or losses of the consumer, which may take into account to number of products or services sold 
or provided." 12 U.S.C. § 5565(c)(3)(C). 
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disclosure of the violation or practice; 
• Any threat of loss, actual loss, or other harm to the institution, and the degree of 

such harm; 
• Evidence that a participant or his or her associates received financial gain or 

other benefit as a result of the violation or practice; 
• Evidence of any restitution paid by a participant of losses resulting from the 

violation or practice; 
• History of prior violations or practices, particularly where they are similar 

to the actions under consideration; 
• Previous criticism of the institution or individual for similar actions; 
• Presence or absence of a compliance program and its effectiveness; 
• Tendency to engage in violations of law; and 
• The existence of agreements, commitments, orders, or conditions 

imposed in writing intended to prevent the violation or practice 

In order to implement the policy, each of the agencies adopted a "CMP Matrix" 
that serves as a formula for calculating CMPs. Each of the thirteen FFIEC factors 
is assigned a numerical value as well as a multiplier, which is based on how the 
individual agency weighs the relative significance of each of the factors. Once the 
appropriate penalty tier is established, a value is assigned for each factor and is 
plugged into a mathematical formula that yields a point total that correlates to a 
range of possible CMPs for the offense. 

10  Although the thirteen factors also reference specific safety and soundness concerns, such as breaches of 
fiduciary duty and losses to the institution, those references are omitted here because they are not 
applicable to violations of Federal consumer financial laws. Guidance from other agencies, including 
matrices published by the prudential regulators, are also included in the CMP Guidance folder for your 
reference. Although you may want to use these tools as a way to gauge whether your potential CMP would 
be comparable to a CMP assessed by other regulators, you should rely primarily on your calculation of the 
statutory daily maximum, Bureau precedent, and other statutory factors in determining the appropriate 
CMP in your case 
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Affirmative Disclosure and Other Disclosure Obligations for 
Adjudication Proceedings [Rule 206 and 207 CFPB Rules of 
Adjudication] 

Rules 206 and 207 of the Bureau's Rules of Practice for Adjudication Proceedings (page 
10-15), t2 C.F.R. §§ 1081.206, 1081.207, impose on the Office of Enforcement certain 
obligations to produce material without request and shortly after the commencement of 
adjudication proceedings (Rule 206) or upon request of the respondent (Rule 207). It is 
the Office of Enforcement's policy to interpret its disclosure obligations under these 
Rules broadly and to err on the side of disclosure.This policy should be read in 
conjunction with (1) the Office of Enforcement's Maintaining Matter Files policy (page 1-
3), which is designed, in part, to ensure that documents and information will be 
maintained in a way that enables Staff to efficiently and timely comply with Rules 206 
and 207; (2) the Bureau's eDiscovery Framework (available on the Bureau wiki), which 
guides the review of material for privilege as well as the production of electronically 
stored information (ESI); and (3) the Bureau's Rules of Practice for Adjudication 
Proceedings and the section-by-section analysis. 

I. 	Compliance with Rule 206 

Procedures: When the Office of Enforcement determines that it will seek 
approval to bring an adjudication proceeding pursuant to the EAP, Staff should 
take steps to ensure that the materials required to be disclosed under Rule 206 are 
gathered to ensure that Staff timely comply with this Rule. 

Staff should review the following folders in the Matter File to ensure that each folder 
contains all required documents: 

• Agreements Folder; 

• CIDs and Voluntary Requests for Information Folder; 

• Information Informally Obtained from Outside the Bureau Folder; and 

• Witness Statements and Testimony Folder. 

If these folders do not contain a complete record of all required documents, Staff 
should gather any missing documents and save them to the appropriate folders as 
required by the Maintaining Matter Files policy. 

Guidance: Rule 206 describes the documents the Office of Enforcement must make 
available for inspection and copying by any respondent. When reviewing the folders 
described above, Staff should refer to Rule 206 as well as the commentary on Rule 
206 contained in the section-by-section analysis published in the Federal Register. 
Generally, the Rule requires Enforcement to make available for inspection and 
copying documents obtained by the Office of Enforcement prior to the institution of 
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proceedings, from persons not employed by the Bureau, in connection with the 
investigation leading to the institution of proceedings, including: 

• Any documents turned over in response to CIDs or other written 
requests to provide documents or to be interviewed issued by 
Enforcement; 

• All transcripts and transcript exhibits; and 

• Any other documents obtained from persons not employed by the Bureau. 

Rule 206 also requires Staff to make available for inspection and copying by any 
respondent: 

• Each CID or other written request to provide documents or to be 
interviewed issued by Enforcement in connection with the investigation 
leading to the institution of proceedings; and 

• Any final examination or inspection reports prepared by any other Office 
of the Bureau if Enforcement either intends to introduce any such report 
into evidence or to use any such report to refresh the recollection of, or 
impeach, any witness. 

a. 	Timing and Form of Production 

Procedures: The Office of Enforcement must commence making documents 
available to the respondent for inspection and copying no later than seven days 
after service of the notice of charges. 12 C.F.R. § 1081.206(d). Rule 206 provides 
the Office of Enforcement with discretion regarding the timing and format of 
production (e.g., paper, electronic copies, or making documents available for 
inspection and copying). However, the Office of Enforcement has committed to 
making documents available to the respondent as soon as possible (but in any 
event commencing no later than seven days after service of the notice of charges) 
and to producing the information in electronic format, unless electronic 
production is not feasible. 

When the Office of Enforcement determines that it will seek approval to bring an 
adjudication proceeding pursuant to the EAP, Staff should contact the T&I Team to 
discuss producing documents and the format of production by sending an email to 
the following listserv: 

DL CFPB eDiscoveryIT. Topics to address with the T&I Team include: 

• Determining the timing of production; 

• Identifying data sources and data for inclusion in the production set; 

• Assisting the T&I team in determining appropriate production format; and 
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• Performing quality check of production data to prevent inadvertent 
disclosure of privileged information. 

Guidance: Situations in which Staff should consider providing hard copies or 
delaying production of materials include when the information to be produced 
includes: 

• physical evidence not susceptible to reproduction in electronic format 
(e,g,, oversized documents, such as advertising posters or banners, or 
physical objects); 

• documents subject to a non-disclosure agreement (e.g., documents 
obtained from a State pursuant to a confidentiality agreement) that are 
the subject of a pending motion for a protective order; or 

• confidential documents or documents prohibited from disclosure under 
law that are the subject of a pending motion for a protective order. 

Staff should consult with the supervising ALD or supervising LD assigned to 
the matter to determine whether other situations warrant providing hard 
copies or delaying production in particular cases. 

b. IVIaterial Obtained From Third Parties Subject to a Claim of Confidentiality 
(Other than Documents Obtained From State or Federal Partners) 

Procedures: If any party to an adjudication proceeding (including the Office of 
Enforcement) intends to disclose information obtained from a third party that is subject 
to a claim of confidentiality, Rule 119 requires the producing party to give the third party 
at least ten days' notice prior to the proposed disclosure of the information. 12 C.F.R. § 
1081.119(a). The third party claiming confidential status may consent to the disclosure of 
the material, which may be conditioned on the entry of an appropriate protective order, 
or may intervene in the proceeding for the limited purpose of seeking a protective order. 
Id. 

When the Office of Enforcement determines that it will seek approval to bring an 
adjudication proceeding pursuant to the EAP, Staff should review the Agreements 
Folder within the Matter File to identify any agreements governing the disclosure of 
materials the Office of Enforcement obtained from third parties, for example 
confidentiality or non-disclosure agreements. Staff should also identify: 

• any documents or information the producing party marked "confidential," 
as "exempt from disclosure," or some similar stamp indicating that the 
producing party intended to protect the confidentiality of the document; 

• any cover letters or emails the producing party included with document 
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productions to determine whether the producing party indicated that it was 
seeking confidential treatment of the material; and 

• any documents Staff are otherwise aware of that are subject to a claim of 
confidentiality or that constitute trade secret materials. 

If Staff locate documents subject to a claim of confidentiality, Staff should 
ascertain whether the documents are subject to one of the exemptions from 
mandatory disclosure set forth in Rule 206(b)(1). If any such documents are not 
exempt from disclosure, Staff should, as soon as practicable but in any event no 
later than ten days prior to producing the documents, notify the third party 
claiming the documents are confidential to inform the third party that the Office of 
Enforcement intends to disclose the documents. 

Guidance: Rule 119(a) does not provide the procedure for handling documents 
obtained from federal or state partners pursuant to a non-disclosure agreement. 
Rule 2o6(b)(1)(iii), addressed below, governs those documents. 

II. Material Obtained From Supervision or Other Offices within the Bureau in 
Connection With the Investigation  

Procedures: The affirmative disclosure obligation under Rule 206 extends to 
documents obtained by the Office of Enforcement prior to the institution of proceedings, 
from persons not employed by the Bureau, in connection with the investigation leading 
to the institution of proceedings. 12 C.F.R. § 1081.206(a)(1). Staff should review the 
section-by-section analysis of Rule 206 contained in the Federal Register for further 
information regarding the scope of this obligation. 

Guidance: The Bureau interprets its obligation to affirmatively disclose material 
under Rule 206 as including both records obtained by the Office of Enforcement 
directly from persons not employed by the Bureau, as well as documents obtained by 
the Office of Enforcement indirectly from persons not employed by the Bureau. For 
example, if the Office of Enforcement obtained information from Supervision in 
connection with an investigation that Supervision obtained from a person not 
employed by the Bureau, then the Office of Enforcement will disclose that 
information, subject to 12 C.F.R. § 1081.206(6). 7 FR 39070-71, 39073. 

a. 	Material Obtained From Supervision 

Procedures: When Staff obtain documents from Supervision in the course of an 
investigation or when an exam-related matter is identified for possible public 
enforcement action, Staff should maintain those documents. 

When the Office of Enforcement determines that it will seek approval to bring an 
adjudication proceeding pursuant to the EAP, Staff should review any documents or 
information obtained from Supervision in connection with the underlying 
investigation to determine whether there are any documents Supervision obtained 
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from persons not employed by the Bureau. If Staff locate such documents, Staff 
should include those documents in the pre-production review described in the 
Bureau's e Discovery Framework, and must ultimately produce those documents 
unless they are privileged or otherwise protected from affirmative disclosure by Rule 
206(h). b. Material Obtained From Other Offices within the Bureau 

Procedures: When the Office of Enforcement receives documents from other offices 
in the course of an investigation, Staff should maintain those documents. 

When the Office of Enforcement determines that it will seek approval to bring an 
adjudication proceeding pursuant to the EAP, Staff should review any documents 
or information obtained from other offices within the Bureau in connection with 
the underlying investigation to determine whether there are any documents those 
offices obtained from persons not employed by the Bureau. If Staff locate such 
documents, Staff should include those documents in the pre- production review 
described in the  Bureau's eDiscovery Framework  , and must ultimately produce 
those documents unless they are privileged or otherwise protected from affirmative 
disclosure by Rule 206(b). 

III. Documents That May be Withheld under Rule 206  

Guidance: Rule 206(b) lists several categories of documents that the Office of 
Enforcement may withhold notwithstanding the affirmative disclosure obligation 
under Rule 206(a): 

• Privileged documents (12 C.F.R. § to 81.2o6(b)(1)(i)); 

• Internal memoranda, notes, or other writings prepared by a person 
employed by the Bureau or another governmental agency, other than 
examination or supervision reports, or documents subject to the work 
product doctrine that will not be offered into evidence (12 C.F.R. § 
1o81.2o6(b)(1)(ii)); 

• Documents obtained from a domestic or foreign governmental entity 
that is either not relevant to the proceeding or was provided on 
condition that the information not be disclosed (12 C.F.R. § 
to 81.2o6(b)(1)(iii)); 

• Documents that would disclose the identity of a confidential source (12 C.F.R. § 
to 81.2o6(b)(1)(iv)); 

• Documents prohibited from disclosure under applicable law (12 C.F.R. § 
to 81.2o6(b)(0(v)); or 

• Documents that the hearing officer has granted leave to withhold as not 
relevant to the subject matter of the proceeding or for good cause shown (12 
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C.F.R. § 1o81.2o6(b)(1)(vi)). 

Guidance: The Office of Enforcement cannot withhold material exculpatory 
evidence that would otherwise be required to be produced under Rule 206(a). That 
means that if the Office of Enforcement is prohibited from disclosing a document 
that contains material exculpatory evidence either because applicable law prohibits 
the disclosure or because the governmental entity from which the document was 
obtained insists on maintaining the confidentiality of that document, the Office of 
Enforcement should move the hearing officer for an order permitting the Office of 
Enforcement to withhold those documents. 

a. 	Documents Obtained from State or Federal Partners Subject to Non- 
Disclosure Agreements or Statutes or 
Rules Restricting Further Disclosure (Rule 206(6)(0(i70) 

Procedures: When the Office of Enforcement determines that it will seek approval to 
bring an adjudication proceeding pursuant to the EAP, Staff should review the 
Agreements Folder within the Matter File to identify any agreements governing the 
disclosure of materials the Office of Enforcement obtained from State or Federal law 
enforcement partners, for example confidentiality or non-disclosure agreements. Staff 
should identify any relevant agreements and determine their applicability to 
documents that may be subject to Rule 206. 

Guidance: Rule 2o6(b)(1)(iii) permits the Office of Enforcement to withhold a 
document if it was obtained from a governmental entity on condition that the 
information not be disclosed. The Rule does notpermit the Office of Enforcement to 
withhold such documents if they contain material exculpatory evidence. 12 C.F.R. § 
1o81.206(b)(2). 

Procedures: If the Office of Enforcement obtained documents from a 
governmental entity on condition that the documents not be disclosed, Staff 
should take the following steps: 

• Review the documents and, in consultation with the ALD or LD assigned 
to the matter, determine (i) whether the documents contain material 
exculpatory evidence that must be produced under 12 C.F.R. § 
1081.206(b)(2) and 12 C.F.R. § 1o81.2o6(a)(1); and (2) whether the Office 
of Enforcement wishes to introduce the documents in the proceeding 
despite the non-disclosure or confidentiality agreement; 

• If Staff determine that the documents contain material exculpatory 
evidence, Staff should contact the governmental entity from which the 
documents were obtained to inform the governmental entity from which 
the documents were obtained that the Bureau's Rules do not permit the 
Office of Enforcement to withhold those documents and to determine 
whether the entity will consent to the disclosure of the documents in the 
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proceeding; 

• If Staff determine they wish to use the documents in the proceeding (but the 
documents do not contain material exculpatory information), Staff should 
contact the entity from which the documents were obtained to determine 
whether the entity will consent to the disclosure of the documents, unless 
Staff determine, in consultation with the ALD or LD assigned to the matter, 
that the benefit of using the documents is outweighed by the risk that 
contacting the entity to make this request will be detrimental to the 
Bureau's relationship with the governmental entity; 

• If the entity does not consent in either of the above-referenced 
circumstances, or conditions its consent upon the entry of an appropriate 
protective order, staff may either move for a protective order pursuant to 
Rule 119 and 206(a), or advise the governmental entity of its right to 
intervene for the limited purpose of seeking a protective order pursuant to 
Rule 119; and 

• If the documents do not contain material exculpatory evidence and the 
Office of Enforcement determines that it does not wish to use the 
documents or if the entity from which the documents were obtained does 
not consent to the disclosure, Staff should (1) inform the respondent of 
the fact that the documents are being withheld and identify the 
governmental agency from whom the documents were obtained; and (2) 
inform the governmental agency that the documents will be identified as 
being withheld in the adjudication proceeding pursuant to Rule 206(c). 

Guidance: "Material exculpatory evidence" under Rule 2o 6(b)(2) means all 
information material and favorable to the respondent and should be interpreted broadly 
to include, among other things, information that tends to: 

• Cast doubt on respondent's liability as to any essential element in any claim in 
the notice of charges; 

• Cast doubt on the admissibility of evidence that the Office of Enforcement 
anticipates using in its case-in-chief; 

• Cast doubt on the credibility or accuracy of any evidence that the Office of 
Enforcement anticipates using in its case-in-chief; or 

• Diminish the degree of the respondent's culpability or the respondent's liability 
for civil money penalties under 12 U.S.C. § 5565(c). 

Staff should err on the side of disclosure and should consult with the supervising ALD 
or supervising LD if there is any doubt as to whether the documents contain material 
exculpatory evidence. Note that Rule 206(b)(2) only applies to evidence that would be 
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required to be produced pursuant to Rule 206(a); it thus does notapply to internal 
memoranda, notes, etc., as such documents are not within the scope of Rule 2o6(a)'s 
affirmative disclosure obligation. 

b. 	Material Disclosing the Identity of a Confident/a/ Source (Rule 206(b)(1)(14) 

Guidance: Rule 2o6(b)(1)(iv) permits the Office of Enforcement to withhold a 
document if it would disclose the identity of a confidential source. A confidential source 
is someone who requested that his or her identity not be disclosed, and may include 
whistleblowers and former employees. 

Procedures: When the Office of Enforcement determines that it will seek approval 
to bring an adjudication proceeding pursuant to the EAP, Staff should, consistent with 
the  Bureau's eDiscovery Framework review the documents likely to be produced 
under Rule 206 to determine whether any documents would disclose the identity of a 
confidential source. If a document would disclose the identity of a confidential source, 
Staff should: 

• Contact the source to determine whether the source will consent to the 
disclosure of the documents despite the fact that disclosure would reveal his 
or her identity, unless Staff determine, in consultation with the ALD or LD 
assigned to the matter, that contacting the source to make this request will 
be detrimental to the Bureau's relationship with the source; 

• If the source does not consent to the disclosure of the document, Staff 
should determine whether the document can be redacted in such a way that 
it would not disclose the identity of the confidential source; 

• If Staff determine that the document cannot be redacted, Staff should, in 
consultation with the ALD or LD assigned to the matter, determine 
whether the document contains material exculpatory evidence; 

• If the Staff determine that the document contains material exculpatory 
evidence, Staff should Op inform the source whose identity would be 
revealed that the Bureau's Rules do not permit the Office of Enforcement 
to withhold those documents; (2) inform the source that the Bureau's Rules 
permit him or her to seek a protective order; and (3) move the hearing 
officer for an order pursuant to Rule 2o6(a) seeking to withhold the 
documents; 

• If the source does not consent, the document cannot be redacted in such a 
way that it would not disclose the identity of the confidential source, and the 
document does not contain material exculpatory evidence, the document 
should be withheld. 

c. 	Matethl Prohibited from Disclosure under Law (Rule 206(b)(1)(v)) 
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Guidance: Rule 2o6(b)(1)(v) permits the Office of Enforcement to withhold 
documents when applicable law prohibits the disclosure of the document. Though 
there are other sources of law that may prohibit the production of documents, the 
Trade Secrets Act, 18 U.S.C. § 1905, and the Bank Secrecy Act, are two statutes Staff 
should consider when determining what documents to produce under Rule 206. 

Procedures: Before producing documents under Rules 206 or 207, Staff should, 
consistent the  Bureau's e Discovery Framework  : 

• Review the documents and, in consultation with the ALD or LD assigned 
to the matter, determine whether the Bureau is prohibited from disclosing 
the document under any law, including the Trade Secrets Act; 

• Review the documents and, in consultation with the ALD or LD assigned to 
the matter, determine whether any documents prohibited from being 
disclosed are "material exculpatory evidence" that must be disclosed under 
Rule 206(b)(2); and 

• If there are documents that are prohibited from being disclosed and that also 
contain material exculpatory evidence, Staff should move the hearing officer 
for an order exempting the documents from disclosure. 

d. Privileged Documents or Other Internal Documents Prepared by a Person 
Employed by the Bureau (Rule 2060)(1)(0 

Procedures: When Staff gather the documents that may be produced pursuant to 
Rule 206, Staff should review those documents and take reasonable steps to protect 
privileged documents from disclosure and production consistent with the  Bureau's  
e Discovery Framework.  Staff should identify and protect from disclosure 
privileged documents and internal documents prepared by a person employed by 
the Bureau or another government agency (other than examination or supervision 
reports identifying in Rule 2o6(a)(2)(ii)). 

Guidance: Rule 206(i) contains a "clawback" provision under which the disclosure of 
privileged information does not operate as a waiver if: 

• The disclosure was inadvertent; 

• The holder of the privilege took reasonable steps to prevent disclosure; and 

• The holder promptly took reasonable steps to rectify the error, including 
notifying the other party of the claim of privilege and the basis for the claim. 

See 12 C.F.R. § 1081.206(th 

e. 	Withheld Document List 
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Guidance: Under the Rules, the Office of Enforcement is not automatically required 
to produce a privilege log identifying withheld documents. 12 C.F.R. § 1081.206(c). 
With some exceptions, however, the hearing officer can order the Office of 
Enforcement to produce a list of documents or categories of documents that are being 
withheld pursuant to paragraphs (b)(1)(i) through (v) of Rule 206, or to submit to the 
hearing officer any document withheld. 

Procedures: Though the Office of Enforcement is not automatically required to 
prepare and produce a privilege log, Staff should consider whether to prepare a list 
of withheld documents that would comply with Rule 206(c) while they are reviewing 
the documents before production. 

IV. Production of Witness Statements under Rule 207 

Procedures:As set forth in the Maintaining Matter Files policy (page 1-3), for 
every Matter File, Staff should create a folder titled "Witness Statements and 
Testimony" to preserve all witness statements obtained during the course of an 
investigation. Before commencing an adjudication proceeding, Staff should ensure 
that all witness statements have been saved within this folder in compliance with 
the Maintaining Matter Files policy. If there are any documents missing, Staff 
should gather those missing documents and save them in the "Witness Statements 
and Testimony"folder. 

Rule 207 permits a respondent to move that the Office of Enforcement produce for 
inspection and copying any statement of any person called or to be called as a witness 
by the Office of Enforcement that pertains, or is expected to pertain, to his or her 
direct testimony and that would be required to be produced pursuant to the Jencks 
Act, 18 U.S.C. § 3500, if the adjudication proceeding were a criminal proceeding. 12 
C.F.R. § 1081.207(a). The production shall be made at a time and place fixed by the 
hearing officer. Id. Unlike Rule 206, the production of witness statements is not 
automatic and, instead, the respondent is required to move for the production of 
these statements. 

Guidance: The Jencks Act does not require production of a witness's prior statement 
until the witness takes the stand. In ordinary cases, the Office of Enforcement should not 
object to voluntarily providing prehearing production of witness statements covered 
under Rule 207 upon motion. Submission of a witness's prior statement, however, may 
provide a motive for intimidation of that witness or improper contact by a respondent 
with the witness. Where Staff believe there is risk of improper use of a witness's prior 
statement, Staff should move the hearing officer to take appropriate steps to mitigate 
that risk. For example, Staff may move for an order delaying production of a prior 
statement, or prohibiting parties from communicating with particular witnesses. 

Staff should consult the definition of "statement under the Jencks Act," 18 U.S.C. § 
3500(e), as well case law interpreting that definition. Generally speaking, non-
verbatim notes written by an interviewing attorney or investigator that are not 
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adopted by witness are not "statements" under the Jencks Act and the Office of 
Enforcement would not have to produce those notes under Rule 207. Eg, Palermo 
v. United States, 360 U.S. 343, 352 (1959) ("only those statements which could 
properly be called the witness' own words should be made available to the defense 
for purposes of impeachment"); United States v. Valera, 845 F.2d 923, 926 (11th Cir. 
1988) (a report written by U.S. Attorney and never adopted by witness and 
summaries written by agent of what witness had told him "did not fall within the 
Jencks definition of 'statement' because neither of them was a verbatim transcription 
of what [the witness] had stated ... and [the witness] had adopted neither of the 
statements"); United States v Ricks, 817 F.2d 692, 698 (11th Cir. 1987) ("FBI 
memoranda of witness interviews" did not fall within the Jencks Act because "the 
witnesses never adopted the memoranda as their own statements."). 

a. 	Statements of Bureau Personnel Including Exam Team Members and 
Investigators 

Procedures: Under Rule 206, reports prepared by exam team members or 
investigators would generally not be required to be produced because those reports 
would not be "documents obtained by the Office of Enforcement prior to the 
institution of proceeding, from persons not employed by the Bureau." 12 C.F.R. § 
1081.206(a). Such reports may, however, be required to be produced under Rule 207. 

In proceedings in which Bureau personnel — particularly exam team members or 
Enforcement investigators — may be called as witnesses, Staff should take the 
following steps to ensure that witness's statements have been gathered and can be 
produced in the event that the Respondent moves for production under Rule 207(a): 

• Review the Matter File, particularly the Witness Statements and Testimony 
Folder, to locate any documents that may constitute statements under Rule 
207 and 18 U.S.C. § 3500(e); 

• Contact the Bureau personnel to be called as a witness to determine whether 
he or she created other documents that may qualify as "statements" under 
the Jencks Act and, if so, obtain copies of those statements and save those 
documents in the appropriate file pursuant to the Maintaining Matter Files  
policy (page 1-3); and 

• Consult with the ALD or LD assigned to the matter to determine whether any 
documents are "statements" under Rule 207 and 18 U.S.C. § 3500(e). 
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Adjudication Proceeding Questionnaire 

This Excel file can be found in the Templates and Forms folder on the Z Drive. 
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Working with Criminal Law Enforcement Partners 

Cooperating with criminal authorities and other law enforcement agencies is an 
important part of the Bureau's enforcement mission. The Bureau has authority to bring 
civil actions to enforce Federal consumer financial laws, but may not bring criminal 
actions and must refer evidence of violations of Federal criminal law to the Department 
of Justice (DOJ). Criminal referrals are handled in compliance with the Memorandum 
of Understanding between the Bureau and the DOJ and our internal policy on criminal 
referrals (located here). The Bureau's civil authority is not compromised when the DOJ 
or state criminal authorities conduct a criminal investigation and/or make a 
determination to bring criminal charges concurrent with the Bureau's investigation 
and/or civil action. Nonetheless, important considerations arise when cooperating with 
criminal authorities, as discussed below. 

I. 	Parallel Criminal Investigations 

Procedures: 

• Staff should consult with a supervisor before engaging in significant discussions 
and written communications with criminal authorities. 

• Staff should not take an investigative action for which the sole aim is to benefit a 
parallel criminal investigation. 

• Staff should not affirmatively mislead the subject or potential subject of an 
investigation about the existence or possibility of a parallel criminal investigation 
or that the investigation is solely civil in nature and will not lead to criminal 
charges. 

• In response to a question by counsel or an individual about the existence of a 
parallel criminal proceeding, Staff should respond that it is the policy of the 
Bureau not to comment on investigations conducted by other law enforcement 
authorities. Staff should also refer counsel or the individual to section D of the 
Notice to Persons Supplying Information, "Privacy Act Statement" (the full 
Notice is available on in the CID Forms and Templates folder on the Z Drive). 
That section states, in relevant part: 

The information you provide will assist the Bureau in its determinations 
regarding violations of Federal consumer financial laws. The information 
will be used by and disclosed to Bureau personnel and contractors or other 
agents who need the information to assist in activities related to 
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enforcement of Federal consumer financial laws. The information may 
also be disclosed for statutory or regulatory purposes, or pursuant to the 
Bureau's published Privacy Act system of records notice, to: 

• a court, magistrate, administrative tribunal, or a party in litigation; 
• another federal or state agency or regulatory authority; 
• a member of Congress; and 
• others as authorized by the Bureau to receive this information. 

• Staff should consult with a supervisor before making or responding to a request 
for a stay in civil proceedings due to a parallel criminal proceeding. 

Procedures: 

a. Responding to Questions about Parallel Crimthal Investigations 

In most instances, you are under no affirmative obligation to disclose the existence of a 
parallel criminal investigationis But, if counsel or an individual asks whether there is a 
parallel criminal investigation, you cannot give a false or misleading answer. The critical 
point is that you not represent or imply that there is not, or will not be, a parallel 
criminal investigation, because such a representation is likely to raise valid Fourth and 
Fifth Amendment defenses to any resulting prosecution. See United States v Stringer, 
521 F .3d 1189, 1199-1200 (9th Cir. 2008). 

Staff may invite counsel or any individual to contact criminal authorities if they wish to 
pursue the question of whether there is a parallel criminal investigation, but do not have 
to identify which agencies or offices. However, if Staff is in communication with a 
criminal prosecutor, Staff may ask the criminal prosecutor whether Staff may direct 
counsel or any individual to contact the criminal prosecutor. 

b. Cooperating with Crimina/ Authorities 

Staff should work cooperatively with criminal authorities, share information, and 
coordinate investigations with parallel criminal investigations where appropriate. 

If there is an ongoing parallel criminal proceeding, Staff should consider whether 

I( One court has ruled that civil agcncics hare such an obligation. fee Laded .17afri 	Shvisify, 366 ESupp.2d 1134 (N.D. 

Ala 2005). 
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to wait until the criminal proceeding has concluded before initiating a civil investigation. 
Similarly, Staff should consider whether to stay an ongoing investigation or civil or 
administrative action after learning of a parallel criminal proceeding. In some instances, 
a prior conviction or plea agreement will enable Staff to negotiate a settlement without 
the need for a lengthy investigation. If Staff is in communication with a criminal 
prosecutor, Staff should consider asking the criminal prosecutor to include enough facts 
in the criminal plea (if a plea is entered) to find liability in the civil case. 

Guidance: 

c. 	Conducting Parallel Proceedings 

The Supreme Court recognized in United States v. Kordel, 397 U.S. 1, 11(1990) 
that the government can conduct parallel civil and criminal proceedings without 
violating the Constitution, so long as the government does not act in bad faith. The 
Bureau may be considered to act in bad faith if it conducts a civil investigation solely for 
the purpose of obtaining the evidence in a criminal prosecution and does not advise the 
individual or his or her counsel of the planned use of the evidence solely for a criminal 
proceeding. 1€ 

As the Court of Appeals for the D.C. Circuit put it in the leading case of SEC V. 
Dresser, 628 F.2d 1368, 1377 (D.C. Cir. 1980), "effective enforcement of the securities 
laws require that the SEC and [the Department of] Justice be able to investigate possible 
violations simultaneously." Other courts have issued opinions to the same effect. SEC V. 
First Fin. Grp. of Texas, 659 F.2d 66o, 666-67 (5th Cir. 1981) ("The simultaneous 
prosecution of civil and criminal actions is generally unobjectionable."); Stringer, 521 

F.3d at 1191 ("There is nothing improper about the government undertaking 
simultaneous criminal and civil investigations..."). 

The Dodd-Frank Act expressly provides that the Bureau can share information 
gathered in a civil investigation with other government agencies and provide 
information to the Department of Justice for a determination whether to institute 
criminal proceedings. See Section 1056, Title X; 12 C.F.R. §§ 1081.121 (cooperation with 
other agencies), 1070.43 (disclosure of confidential information to law enforcement 
agencies). 

A civil investigation that precedes a criminal investigation or prosecution is 

For a general discussion of parallel proceedings, sec Gabriel I Gonzalez, Blair G. Connelly & Elias I lliopoulos, 
Parade/ Cirri and Criminal Pinceed*c, 30 Am. Critn. I.. Rev. 1179 (1992-1993). 
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unlikely to result in a finding that the investigation was undertaken in bad faith. 
Stringer, 521 F.3d at 1197 (finding that this sequence of events tended to "negate any 
likelihood that the government began the civil investigation in bad faith, as, for example, 
in order to obtain evidence for a criminal prosecution."). Similarly, cooperation with 
criminal authorities, even extensive cooperation, does not constitute bad faith. In 
Stringer, the SEC cooperated in a number of ways with the U.S. Attorney's Office that 
was conducting a parallel criminal investigation. The SEC offered to conduct the 
interviews of defendants so as to create "the best record possible" in support of "false 
statement cases" against them, and the AUSA instructed the SEC Staff Attorney on how 
best to do that. Id. At the AUSA's request, the SEC took defendants' depositions in the 
AUSA's district so that the USAO would have venue over any false statements case that 
might arise from the depositions. Id. Finally, the SEC Staff Attorney kept the existence 
of a criminal investigation confidential. Id. 

d. 	Brady Obligations and Becoming a Member of the Prosecution Team 

You should be aware that criminal authorities may be constitutionally obliged to 
disclose to a defendant any information that you share with them and sometimes 
information that you collect but which you do not share with them. A criminal 
prosecutor has a duty to seek and disclose exculpatory and impeachment information 
that is material to the guilt and punishment of a criminal defendant. This information is 
known as Bradymaterial. See, e.g., Brady v. Maryland, 373 U.S. 83, 87 (1963); Ky/es v. 
Whitley, 514 U.S. 419, 431 (1995). In addition, a criminal prosecutor must disclose 
Giglio material, or evidence that is useful for impeachment, i.e., having the potential to 
alter the jury's assessment of the credibility of a significant prosecution witness. See, 
e.g, Giglio v United States, 405 U.S. 150, 154-55 (1972);  Napue V. Illinois, 360 U.S. 
264, 269 (1959) ("[J]ury's estimate of the truthfulness and reliability of a given witness 
may well be determinative of guilt or innocence."). 

In some cases, Bradymaterial may include information that you collect even if 
you never share that information with the criminal prosecutor. A criminal prosecutor is 
presumed to have knowledge of all information gathered in connection with her offices 
investigation of the case and "has a duty to learn of any favorable evidence known to the 
others acting on the government's behalf in the case." Ky/es v. Whitley, 514 U.S. at 437; 
see United States v Payne, 63 F.3d 1200, 1208 (2d Cir. 1995). Although a civil attorney 
working on a parallel civil investigation or case is not usually considered a part of the 
prosecution team, if you act as part of a joint investigative task force you may be 
considered part of the prosecution team. See, e.g., United States v. Antone, 603 F. 2d 
566, 570 (5th Cir. 1979) (finding that "extensive cooperation between the investigative 
agencies" warranted imputation of state agent's knowledge to federal prosecutors). In 
such a case, information that you collect in a civil investigation will be subject to Brady 
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obligations and must be shared with the criminal prosecutor. See United States v. 
Meros, 866 F.2d 1304, 1309 (11th Cir. 1989) (defining prosecution team as "the 
prosecutor or anyone over whom he has authority."). 

Your knowledge of Bradymaterial will not normally be imputed to the criminal 
prosecutor. See United States v. Locascio, 6 F.3d 924, 949 (2d Cir.1993) (declining to 
impute to the AUSAs prosecuting that action knowledge of reports prepared by FBI 
agents who were "uninvolved in the investigation or trial of the defendants- 
appellants."); United States v. Quinn, 445 F.2d 94o, 944 (2d Cir. 1971) (refusing to 
impute the knowledge of a State prosecutor to an AUSA, rejecting as completely 
untenable [the] position that 'knowledge of any part of the government is equivalent to 
knowledge on the part of this prosecutor."). The closer that you work with the 
prosecution team, however, the more likely it is that a court will deem you part of the 
"prosecution team" with a resultant obligation that prosecutors disclose your 
investigative materials under Brady Moon v. Head, 285 F.3d 1301 (nth Cir. 2002). 
Although it is the criminal prosecutor's responsibility to seek and disclose Brady 
material, to avoid any potential Bradyissues and to assist the criminal prosecutor in 
seeking justice, Staff should share any material that Staff believes may implicate Brady 
or Giglio with the criminal prosecutor. 

In addition, you should be aware of a criminal prosecutor's obligations to provide 
Jencks Act material to the defense. 18 U.S.C. § 350o. Jencks Act material includes 
statements of a government witness, which are discoverable after the witness has 
testified on direct examination at trial. Typically, the material consists of police notes, 
memoranda, reports, letters, or verbatim transcripts of the witness related to the 
testimony or relied upon by the witness to testify at trial. Whether or not such witness 
statements in your possession are Jencks Act material can also depend on whether you 
are deemed part of the prosecution team. For example, if you take notes regarding 
consumer statements in a case that is ultimately set for criminal prosecution, the notes 
may be required to be provided to the defense. 

II. 	Grand Jury Material 

Procedures: Before receiving information from criminal authorities, Staff should 
inquire whether any of the information provided comes directly or indirectly from grand 
jury proceedings, including subpoenas. Absent a court order, Staff should not request or 
receive grand jury material from any third party. If Staff inadvertently receives grand 
jury material, Staff should immediately contact a supervisor in order to take appropriate 
steps. 

Staff should receive their supervisor's permission before attending a witness 
interview in a criminal case. 
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Staff should receive their supervisor's permission before seeking or receiving 
designation by a criminal prosecutor as a person to whom a grand jury matter may be 
disclosed. 

Guidance: The Bureau is generally not privy to grand jury matters, which are subject 
to confidentiality restrictions set forth in Federal Rule of Criminal Procedure 6(e) and 
analogous state rules of criminal procedure. 

a. 	Rule 6(e) Restrictions on Grandjury Material 

Under Rule 6(e), "all matter(s) occurring before the grand jury" are secret, 
subject to certain exceptions. Government attorneys seeking grand jury materials for 
use in a civil matter must obtain a court order authorizing disclosure of grand jury 
materials. United States v. Sells Engineering, Inc., 463 U.S. 418, 442 (1983). If you 
require grand jury materials, you should seek a court order under Rule 6(e)(3)(C)(i), 
which authorizes a court to order disclosure "preliminarily to or in connection with a 
judicial proceeding." In most cases, you should make such a request to the court that 
supervised the grand jury's activities. See Doug/as Oil Co. v. of Cal v. Petrol Stops 
Northwest 441 US 211, 226 (1979). The Supreme Court has interpreted Rule 6(e) to 
"require a strong showing of particularized need for grand jury materials before any 
disclosure will be permitted." Sells Engg, 463 U.S. at 443. 

Not all documents presented to a grand jury constitute "matters occurring before 
the grand jury." "[D]ocuments are not cloaked with secrecy merely because they are 
presented to a grand jury." United States v Laney,  716 F.2d 955 (2d Cir. 1983). 
However, the circuits are divided as to the correct standard for determining whether a 
document presented to the grand jury constitutes a matter occurring before the grand 
jury. See United States v. Dynavac, Inc., 6 F.3d 1407, 1412 (9th Cir. 1993) (discussing 
various standards in use). The Ninth and Second Circuits have both held that business 
records are not matters occurring before the grand jury. Dynavac, Inc., 6 F.3d at 1412 
("[W]e think that the disclosure of business records independently generated and 
sought for legitimate purposes would not 'seriously compromise the secrecy of the grand 
jury's deliberations."'); Dileo v. OR, 959 F.2d 16, 21 (2d Cir. 1992) (holding that bank 
records were properly disclosed). Similarly, the Fourth Circuit has held that material 
gained through a search warrant is not considered grand jury material unless the search 
warrant is a de facto grand jury process. In re Grandjury Subpoenas, 92o F.2d 235, 
243 (4th Cir. 199o). 

Due to the circuit split and the fact-intensive inquiries that many circuits use, you 
should carefully research the local rules and case law in the district where the grand jury 
sits and consult with your supervisor before possessing any document or requesting any 
information that has been presented to a grand jury. For more information, see the 
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Department of Justice's Grand Jury Handbook, available at www.justice.gov. 

Civil attorneys or investigators can attend interviews of witnesses in a criminal 
case. But there are potential issues where the witness is expected to testify before the 
Grand Jury. For example, "To have violated Rule 6(e)(2), and thus to warrant the 
invocation of the district court's equity powers, the agents must have disclosed to the . 
investigators information revealing what had transpired, or will transpire, before the 
grand jury." Blalock v. United States,844F.2d1846,188i (11th Cir. 1988). Therefore, 
you should speak to a supervisor first and weigh the value of sitting in on such an 
interview versus the risk of a potential Rule 6(e) challenge. 

As a matter of practice, Staff should request that the criminal prosecutor provide 
Staff with a copy of the interview memorandum or interview report produced by the 
federal agent conducting the interview. You should be aware that criminal authorities 
can turn over memos of interviews and summaries of investigation made by 
investigators and agents, even after a grand jury has been convened, as long as the 
documents were not presented to a grand jury. Anaya v. United States, 815 F.2d 1373 
(loth Cir. 1987). 

Finally, the prosecutor can include you on the list of people who are privy to the 
grand jury's operations under Rule 6(e), thus allowing the prosecutor to share and 
disclose grand jury information with you. However, being on this list will subject you to 
the grand jury secrecy rules and prohibits you from disclosing the grand jury 
proceedings to other Bureau staff and anyone not on the list. Discuss with your 
supervisor and seriously consider the impact of being so designated because the 
prohibitions on communication may interfere with the investigation or litigation of a 
Bureau case. 

b. 	State Law Restrictions on GrandAry Material 

States have similar rules restricting disclosure of materials presented to grand 
juries. See e.g. N.J. Court Rule 3:6-7; Kentucky Rule of Criminal Procedure 5.24. Unlike 
Federal grand juries, some state grand juries are also used to investigate civil matters. 
You cannot assume, therefore, that information shared by state civil authorities has not 
been presented to a grand jury. As above, you should carefully research state law in the 
state where the grand jury sits and consult with your supervisor before handling any 
documents or requesting any information that has been presented to a state grand jury. 
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Working with Criminal Law Enforcement Partners 

Cooperating with criminal authorities and other law enforcement agencies is an 
important part of the Bureau's enforcement mission. The Bureau has authority to bring 
civil actions to enforce Federal consumer financial laws, but may not bring criminal 
actions and must refer evidence of violations of Federal criminal law to the Department 
of Justice (DOJ). Criminal referrals are handled in compliance with the Memorandum 
of Understanding between the Bureau and the DOJ and our internal policy on criminal 
referrals (link here.) The Bureau's civil authority is not compromised when the DOJ or 
state criminal authorities conduct a criminal investigation and/or make a determination 
to bring criminal charges concurrent with the Bureau's investigation and/or civil action. 
Nonetheless, important considerations arise when cooperating with criminal 
authorities, as discussed below. 

Parallel Criminal Investigations 

Mandatory Procedures: 

• Staff must consult with a supervisor before engaging in significant discussions 
and written communications with criminal authorities. 

• Staff must not take an investigative action for which the sole aim is to benefit a 
parallel criminal investigation. 

• Staff must not affirmatively mislead the subject or potential subject of an 
investigation about the existence or possibility of a parallel criminal investigation 
or that the investigation is solely civil in nature and will not lead to criminal 
charges. 

• In response to a question by counsel or an individual about the existence of a 
parallel criminal proceeding, Staff must respond that it is the policy of the Bureau 
not to comment on investigations conducted by other law enforcement 
authorities. Staff must also refer counsel or the individual to section D of the 
Notice to Persons Supplying Information, "Sharing of Information" (link here). 
That section states, in relevant part: 

The information you provide may be used by the Bureau or other law 
enforcement. You should not assume that the Bureau agrees to limit its 
lawful use, transfer, or retention of information you provide to it, unless 
the Bureau explicitly states otherwise in writing. 
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• Staff must consult with a supervisor before making or responding to a request for 
a stay in civil proceedings due to a parallel criminal proceeding. 

General Procedures: 

Responding to Questions about Parallel Criminal Investigations 

In most instances, you are under no affirmative obligation to disclose the 
existence of a parallel criminal investigation. 

But, if counsel or an individual asks whether there is a parallel criminal 
investigation, you cannot give a false or misleading answer. The critical point is that you 
not represent or imply that there is not, or will not be, a parallel criminal investigation, 
because such a representation is likely to raise valid Fourth and Fifth Amendment 
defenses to any resulting prosecution. See United States v. Stringer, 521 F.3d 1189, 
1199-1200 (9th Cir. 2008). 

Staff may invite counsel or any individual to contact criminal authorities if they 
wish to pursue the question of whether there is a parallel criminal investigation, but do 
not have to identify which agencies or offices. However, if Staff is in communication 
with a criminal prosecutor, Staff may ask the criminal prosecutor whether Staff may 
direct counsel or any individual to contact the criminal prosecutor. 

Cooperating with Criminal Authorities 

Staff should work cooperatively with criminal authorities, share information, and 
coordinate investigations with parallel criminal investigations where appropriate. 

If there is an ongoing parallel criminal proceeding, Staff should consider whether 
to wait until the criminal proceeding has concluded before initiating a civil investigation. 
Similarly, Staff should consider whether to stay an ongoing investigation or civil or 
administrative action after learning of a parallel criminal proceeding. In some instances, 
a prior conviction or plea agreement will enable Staff to negotiate a settlement without 
the need for a lengthy investigation. If Staff is in communication with a criminal 
prosecutor, Staff should consider asking the criminal prosecutor to include enough facts 
in the criminal plea (if a plea is entered) to find liability in the civil case. 

Guidance: 

Conducting Parallel Proceedings 

One court has ruled that civil agencies 	such an obligation. See United States v. Scrushy, 366 F.Supp.2d 1134 
(N.D. Ala 2005). 

2 

CAUTION! 71:3c !!!M0, ,9! 
	

tr., 

.P!"0:1UCt. Law E.W.5. 

CFPB FOIA-2017-078-F
Recvd. by J. Pompan, Venable LLP, Jan. 23, 2017



Office Policy 
	

Manual 2.o (last revision 04/09/2012) 

The Supreme Court recognized in United States v Korde1,397U.S.1, 11 (1970) 
that the government can conduct parallel civil and criminal proceedings without 
violating the Constitution, so long as the government does not act in bad faith. The 
Bureau may be considered to act in bad faith if it conducts a civil investigation solely for 
the purpose of obtaining the evidence in a criminal prosecution and does not advise the 
individual or his or her counsel of the planned use of the evidence solely for a criminal 
proceeding.2 

As the Court of Appeals for the D.C. Circuit put it in the leading case of SEC v 
Dresser, 628 F.2d 1368, 1377 (D.C. Cir. 1980), "effective enforcement of the securities 
laws require that the SEC and [the Department of] Justice be able to investigate possible 
violations simultaneously." Other courts have issued opinions to the same effect. SEC v. 
First A4. Grp. of Texas, 659 F.2d 66o, 666-67 (5th Cir. 1981) ("The simultaneous 
prosecution of civil and criminal actions is generally unobjectionable."); Stringer, 521 

F.3d at 1191 ("There is nothing improper about the government undertaking 
simultaneous criminal and civil investigations..."). 

The Dodd-Frank Act expressly provides that the Bureau can share information 
gathered in a civil investigation with other government agencies and provide 
information to the Department of Justice for a determination whether to institute 
criminal proceedings. See Section 1056, Title X; 12 C.F.R. §§ 1081.121 (cooperation with 
other agencies), 1070.43 (disclosure of confidential information to law enforcement 
agencies). 

A civil investigation that precedes a criminal investigation or prosecution is 
unlikely to result in a finding that the investigation was undertaken in bad faith. 
Stringer, 521 F.3d at 1197 (finding that this sequence of events tended to "negate any 
likelihood that the government began the civil investigation in bad faith, as, for example, 
in order to obtain evidence for a criminal prosecution."). Similarly, cooperation with 
criminal authorities, even extensive cooperation, does not constitute bad faith. In 
Stringer, the SEC cooperated in a number of ways with the U.S. Attorney's Office that 
was conducting a parallel criminal investigation. The SEC offered to conduct the 
interviews of defendants so as to create "the best record possible" in support of "false 
statement cases" against them, and the AUSA instructed the SEC Staff Attorney on how 
best to do that. Id. At the AUSA's request, the SEC took defendants' depositions in the 
AUSA's district so that the USAO would have venue over any false statements case that 
might arise from the depositions. Id. Finally, the SEC Staff Attorney kept the existence 
of a criminal investigation confidential. Id. 

2  For a general discussion of parallel proceedings, see Gabriel L. Gonzalez. Blair G. Connelly & Elias Eliopoulos. 
Parallel Civil and Criminal Proceedings, 30 Am. Crim. L. Rev. 1179 (1992-1993). 
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Brady Obligations and Becoming a Member of the Prosecution Team 

You should be aware that criminal authorities may be constitutionally obliged to 
disclose to a defendant any information that you share with them and sometimes 
information that you collect but which you do not share with them. A criminal 
prosecutor has a duty to seek and disclose exculpatory and impeachment information 
that is material to the guilt and punishment of a criminal defendant. This information is 
known as Bradymaterial. See, e.g., Ky/es v. Whitley, 514 U.S. 419, 431 (1995); Brady v. 
Mary/and, 373 U.S. at 87. In addition, a criminal prosecutor must disclose Giglio 
material, or evidence that is useful for impeachment, i.e., having the potential to alter 
the jury's assessment of the credibility of a significant prosecution witness. See, e.g, 
Giglio v. United States, 405 U.S. 150,154-55 (1972);  Napue v 111117015, 360 U.S. 264, 
269 (1959) ("jury's estimate of the truthfulness and reliability of a given witness may 
well be determinative of guilt or innocence"). 

In some cases, Bradymaterial may include information that you collect even if 
you never share that information with the criminal prosecutor. A criminal prosecutor is 
presumed to have knowledge of all information gathered in connection with her office's 
investigation of the case and "has a duty to learn of any favorable evidence known to the 
others acting on the government's behalf in the case." Ky/es v. Whitley, 514 U.S. at 437; 
see United States v Payne, 63 F .3d 1200, 1208 (2d Cir.1995). Although a civil attorney 
working on a parallel civil investigation or case is not usually considered a part of the 
prosecution team, if you act as part of a joint investigative task force you may be 
considered part of the prosecution team. See, e.g, United States v. Antone, 603 F. zd 
566, 570 (5th Cir. 1979) (finding that "extensive cooperation between the investigative 
agencies" warranted imputation of state agent's knowledge to federal prosecutors). In 
such a case, information that you collect in a civil investigation will be subject to Brady 
obligations and must be shared with the criminal prosecutor. See United States v 
Meros, 866 F.2d 1304, 1309 (nth Cir.1989) (defining prosecution team as "the 
prosecutor or anyone over whom he has authority."). 

Your knowledge of Bradymaterial will not normally be imputed to the criminal 
prosecutor. See United States v. LOCariO, 6 F.3d 924, 949 (2d Cir.1993) (declining to 
impute to the AUSAs prosecuting that action knowledge of reports prepared by FBI 
agents who were "uninvolved in the investigation or trial of the defendants- 
appellants."); United States v Quinn, 445 F.2d 94o, 944 (2d Cir. 1971) (refusing to 
impute the knowledge of a State prosecutor to an AUSA, rejecting as "completely 
untenable [the] position that 'knowledge of any part of the government is equivalent to 
knowledge on the part of this prosecutor."). The closer that you work with the 
prosecution team, however, the more likely it is that a court will deem you part of the 
"prosecution team" with a resultant obligation that prosecutors disclose your 
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investigative materials under Brady Moon v. Head, 285 F.3d 1301 (iith Cir. 2002). 
Although it is the criminal prosecutor's responsibility to seek and disclose Brady 
material, to avoid any potential Bradyissues and to assist the criminal prosecutor in 
seeking justice, Staff should share any material that Staff believes may implicate Brady 
or Giglio with the criminal prosecutor. 

In addition, you should be aware of a criminal prosecutor's obligations to provide 
Jencks Act material to the defense. is U.S.C. § 350o. Jencks Act material includes 
statements of a government witness, which are discoverable after the witness has 
testified on direct examination at trial. Typically, the material consists of police notes, 
memoranda, reports, letters, or verbatim transcripts of the witness related to the 
testimony or relied upon by the witness to testify at trial. Whether or not such witness 
statements in your possession are Jencks Act material can also depend on whether you 
are deemed part of the prosecution team. For example, if you take notes regarding 
consumer statements in a case that is ultimately set for criminal prosecution, the notes 
may be required to be provided to the defense. 
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Grand Jury Material 

Mandatory Procedures: 

Before receiving information from criminal authorities, Staff must inquire 
whether any of the information provided comes directly or indirectly from grand jury 
proceedings, including subpoenas. Absent a court order, Staff must not request or 
receive grand jury material from any third party. If Staff inadvertently receives grand 
jury material, Staff must immediately contact a supervisor in order to take appropriate 
steps. 

Staff must receive their supervisor's permission before attending a witness 
interview in a criminal case. 

Staff must receive their supervisor's permission before seeking or receiving 
designation by a criminal prosecutor as a person to whom a grand jury matter may be 
disclosed. 

Guidance: 

The Bureau is generally not privy to grand jury matters, which are subject to 
confidentiality restrictions set forth in Federal Rule of Criminal Procedure 6(e) and 
analogous state rules of criminal procedure. 

Rule 6(e) Restrictions on Grandjury Material 

Under Rule 6(e), "all matter(s) occurring before the grand jury" are secret, 
subject to certain exceptions. Government attorneys seeking grand jury materials for 
use in a civil matter must obtain a court order authorizing disclosure of grand jury 
materials. United States v. Sells Engineering, Inc., 463 U.S. 418, 442 (1983). If you 
require grand jury materials, you should seek a court order under Rule 6(e)(3)(E)(i), 
which authorizes a court to order disclosure "preliminarily to or in connection with a 
judicial proceeding." In most cases, you should make such a request to the court that 
supervised the grand jury's activities. See Doug/as Oil Co. v. of Cal v. Petrol Stops 
Northwest 441 US 211, 226 (1979). The Supreme Court has interpreted Rule 6(e) to 
"require a strong showing of particularized need for grand jury materials before any 
disclosure will be permitted." Sells Engg, 463 U.S. at 443. 

Not all documents presented to a grand jury constitute "matters occurring before 
the grand jury." "[D]ocuments are not cloaked with secrecy merely because they are 
presented to a grand jury." United States v. Lartey, 716 F.2d 955 (2d Cir. 1983). 
However, the circuits are divided as to the correct standard for determining whether a 
document presented to the grand jury constitutes a matter occurring before the grand 
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jury. See United States v Dynavac, Inc,, 6 F.3d 1407, 1412 (9th Cir. 1993) (discussing 
various standards in use). The Ninth and Second Circuits have both held that business 
records are not matters occurring before the grand jury. Dynavac, Inc., 6 F.3d at 1412 
("[W]e think that the disclosure of business records independently generated and 
sought for legitimate purposes would not 'seriously compromise the secrecy of the grand 
jury's deliberations."'); Dileo v CIR, 959 F.2d 16, 21 (2d Cir. 1992) (holding that bank 
records were properly disclosed). Similarly, the Fourth Circuit has held that material 
gained through a search warrant is not considered grand jury material unless the search 
warrant is a de facto grand jury process. In re Grandjury Subpoenas, 92o F.2d 235, 
243 (4th Cir. 199o). 

Due to the circuit split and the fact-intensive inquiries that many circuits use, you 
should carefully research the local rules and case law in the district where the grand jury 
sits and consult with your supervisor before possessing any document or requesting any 
information that has been presented to a grand jury. For more information, see the 
Department of Justice's Grand Jury Handbook, located here. 

Civil attorneys or investigators can attend interviews of witnesses in a criminal 
case. But there are potential issues where the witness is expected to testify before the 
Grand Jury. For example, "To have violated Rule 6(e)(2), and thus to warrant the 
invocation of the district court's equity powers, the agents must have disclosed to the .. 
. investigators information revealing what had transpired, or will transpire, before the 
grand jury." Blalock v. United States, 844 F.2d 1546, 1551 (11th Cir. 1988). Therefore, 
you should speak to a supervisor first and weigh the value of sitting in on such an 
interview versus the risk of a potential Rule 6(e) challenge. 

As a matter of practice, Staff should request that the criminal prosecutor provide 
Staff with a copy of the interview memorandum or interview report produced by the 
federal agent conducting the interview. You should be aware that criminal authorities 
can turn over memos of interviews and summaries of investigation made by 
investigators and agents, even after a grand jury has been convened, as long as the 
documents were not presented to a grand jury. Anaya v. United States, 815 F.2d 1373 
(loth Cir. 1987). 

Finally, the prosecutor can include you on the list of people who are privy to the 
grand jury's operations under Rule 6(e), thus allowing the prosecutor to share and 
disclose grand jury information with you. However, being on this list will subject you to 
the grand jury secrecy rules and prohibits you from disclosing the grand jury 
proceedings to other Bureau staff and anyone not on the list. Discuss with your 
supervisor and seriously consider the impact of being so designated because the 
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prohibitions on communication may interfere with the investigation or litigation of a 
Bureau case. 

State Law Restrictions on Grandjury Materiel 

States have similar rules restricting disclosure of materials presented to grand 
juries. See e.g N.J. Court Rule 3:6-7; Kentucky Rule of Criminal Procedure 5.24. Unlike 
Federal grand juries, some state grand juries are also used to investigate civil matters. 
You cannot assume, therefore, that information shared by state civil authorities has not 
been presented to a grand jury. As above, you should carefully research state law in the 
state where the grand jury sits and consult with your supervisor before handling any 
documents or requesting any information that has been presented to a state grand jury. 

The Consumer Financial Protection Bureau ("Bureau') created this policy solely for the 
internal administrative use of its employees. It is not intended to nor should it be 
construed to: (1) restrict or limit in any way the Bureau's discretion in exercising its 
authorities; (2) constitute an interpretation of law; or (3) create or confer upon any 
person, including one who is the subject of a Bureau investigation or enforcement 
action, any substantive or procedural rights or defenses that are enforceable in any 
manner 
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Exchanging Confidential Information with Law Enforcement 
Agencies 

This policy discusses the procedure Staff should follow to share confidential information 
with and receive confidential information from local, state, federal, and tribal law 
enforcement agencies. In addition, this policy discusses how Staff can securely send and 
store confidential information. Please be aware that this policy covers only the necessary 
documentation and procedures for information-sharing. Guidance regarding whether 
and when information should be shared is found, among other places, in the policies on 
general referrals and criminal referrals. 

Under the Bureau's Rule on Disclosure of Records and Information ("Housekeeping 
Rule"), 12 C.F.R. § 1070 et seq., confidential information means confidential consumer 
complaint information, confidential investigative information (CII), and confidential 
supervisory information (CSI), as well as any other information that may be exempt 
from disclosure under the Freedom of Information Act pursuant to 5 U.S.C. § 552(b).CII 
is civil investigative demand material and any documentary material prepared, received, 
or used in an investigation or enforcement action. 12 C.F.R. § 1070.2(h). Generally 
speaking, CSI is information that the Bureau collects through supervisory activity. 

This policy does not cover sharing non-confidential material, such as publicly available 
business information or materials cleared by the Bureau for use with law enforcement 
(Le. powerpoints, prepared training documents, etc.). Sharing non-confidential 
information does not require advance approval but, depending on the source of the 
information, other restrictions may apply. 

I. 	Responding to Requests for Confidential Information 

Procedures: Staff may receive inquiries from agencies regarding obtaining 
confidential information in situations in which the agency is not seeking Enforcement 
information and Enforcement does not have a stake in the request. In those cases, Staff 
should direct the agency to contact the Bureau's Office of Intergovernmental Affairs for 
further guidance. If Enforcement information is sought, the request involves a potential 
joint investigation, and/or Enforcement has any equities in providing information to the 
agency, Staff will determine what procedure applies to the information-sharing and 
guide the agency through the process. 

Sharing Confidential Information with a Law Enforcement Agency 

Disclosing any confidential information — orally or in writing — to a law enforcement 
agency should be discussed with and approved by your ALD in advance. The Bureau's 
Housekeeping Rule, 12 C.F.R. § 1070 et seq., governs both discussing confidential 
information with law enforcement agencies in summary fashion and responding to 
requests from law enforcement agencies for confidential information. In most cases, 
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Legal Division approval will be necessary before sharing any written confidential 
material. 

II. 	Discussing Confidential Information with Other Law Enforcement 
Agencies 

Applicable Rule: Under 12 C.F.R. § 1070.45(a)(5), Staff may share confidential 
information with law enforcement agencies in summary form to the extent necessaryto 
notify the agencies of potential violations of laws subject to their jurisdiction. 

Procedures: Staff may use the affirmative disclosure provision to summarize 
confidential information, but not to share copies of confidential written documents with 
another law enforcement agency. The summary disclosure is meant to facilitate, not 
obviate, the need for agencies to follow the access letter procedure in 12 C.F.R. § 
1070.43(6). 

Guidance: Under Section 1070.45(a)(5), Staff may describe a matter with sufficient 
clarity to allow another law enforcement agency to determine whether it has relevant 
information to share with Enforcement or if it might be interested in obtaining more 
information. This description may include such things as entity names, background 
facts, and laws potentially at issue. 

III. Step-by-Step Process for Sharing Confidential Information 

Law enforcement agencies will almost always have to follow 12 C.F.R. § 1070.43(6) to 
obtain confidential information — even if they are signatories to memoranda of 
understanding (MOUs) or common interest agreements with the Bureau. Please see the 
discussion below regarding the agencies who, in some circumstances, might be exempt 
from this process. 

Applicable Rule: Under the access letter procedure set forth in 12 C.F.R. § 1070.43(b), 
Enforcement may disclose confidential information to a federal or state agency upon the 
Legal Division's approval of a written request from the agency that: 

• Describes the kinds of information sought and, where possible, the particular 
documents to which access is sought; 

• States the law enforcement purpose for which the information will be used; 

• Identifies the agency's legal authority for requesting the information, Le. the 
agency's jurisdiction over the matter or entity to which information pertains; 

• States whether the requested information may be subject to disclosure under any 
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applicable law or regulation, such as a state EOM law, and, if so, can the agency 
assert any arguments or exemptions to prevent disclosure; and 

• Commits the agency to maintaining the requested confidential information in a 
manner that conforms to the standards that apply to federal agencies for the 
protection of the confidentiality of personally identifiable information and for 
data security and integrity. 

Procedures: Staff have four responsibilities with respect to the access request process: 
assisting the requesting agency with completing the letter, if needed; submitting the 
letter and accompanying materials to the Legal Division; preparing any materials 
approved by the Legal Division for disclosure; and transmitting the confidential 
materials to the agency securely. 

a. Assisting the Agency with Completing an Access Request Letter 

Staff should provide a template access request letter to an agency that plans to request 
confidential information. A modified template access request letter is available if the 
agency is seeking CSI. Both templates are available on the Z Drive in the Templates and 
Forms folder. 

b. Submitting the Access Request Letter to the Legal Division 

Staff should ask the requesting agency to address the request letter to the Legal 
Division, but submit it to Staff. After receiving the letter, Staff should send an email to 
the Legal Division with the access request letter and any other relevant documents 
attached. The email should also address: 

1. 	If you know, does the requestor need the information within any particular 
timeframe? 

Do you anticipate working with the requestor on a matter related to the 
information sought? If so, please describe Enforcement's interest in conducting 
the potential joint investigation and explain whether sharing the requested 
information is vital to the potential joint investigation. If not, please explain the 
Bureau's interest in sharing the information. 

3. Do you plan on entering into a common interest agreement with the requestor 
related to a matter relevant to the information sought? If you have already done 
so, please provide a copy of the common interest agreement. 

4. Please describe the nature of the investigation in which we obtained the 
information. If you know, please also describe the nature of the investigation for 
which the information is sought. 

5. Please describe the types of information requested, from whom the information 
3 
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was obtained, and how the information was obtained (e.g., financial statements, 
personnel files, and consumer complaints obtained via CID and voluntary 
requests to Acme Corp, the subject of an ongoing Enforcement investigation). 

6. Does the information requested come from any Bureau component outside 
Enforcement? 

7 
(a) Does the information requested come from an entity currently under 

examination? 
(b) Does the information come from an entity subject to our supervisory 

authority? 
(c) Is there any reason that the requested information could otherwise be 

considered supervisory information? 

8. Aside from our housekeeping rules, are there any restrictions on our ability or 
procedures we must follow to disclose the information? For example, is any of 
the information subject to a protective order, confidentiality agreement, or any 
type of agreement with another agency? Even if no agreement exists, did the 
source of the information submit a request that we not further disclose the 
information? If so, please provide that request. 

9. Does Enforcement recommend that the Legal Division grant the request? If not, 
please explain. In addition, please explain if Enforcement recommends any 
limitations on granting the request, has concerns about the disclosure of the 
information, or would like restrictions on how the information may be used. 

lo. Please state whether Enforcement believes that compliance with the information-
sharing request would be burdensome. For example, are the materials already 
identified? Will they be easy to produce? 

Based upon the answers to these questions and the information set forth in the request 
letter, the Legal Division will determine whether the Bureau is authorized to grant the 
request. Please note that, depending on the context, the Legal Division may seek 
additional information to facilitate its determination. 

• Staff should note that requests for CSI will receive closer scrutiny than other 
requests. Pursuant to Section io22(c)(6)(C)(ii) of the Dodd-Frank Act, the 
Bureau has discretion to share CSI only with an agency that has jurisdiction over 
the covered person or service provider to which the information pertains. In 
addition, pursuant to CFPB Bulletin 12-o1, the Bureau "will not routinely share 
confidential supervisory information with agencies that are not engaged in 
supervision." When a non-supervisory agency, such as a state attorney general, 
seeks access to CSI, the Legal Division will evaluate the strength of the law 
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enforcement interest at stake in consultation with Enforcement. The Legal 
Division will also consult Supervision to determine the supervisory implications 
of sharing the information, if any. 

The Legal Division will issue a written letter granting or denying an agency's access 
request letter. The Legal Division will send Staff a copy of that letter, which will set forth 
any limitations or conditions that the Legal Division places on the disclosure of the 
requested information. 

c. Procedure for Transmitting Confidential Information to a Third Party 

If the Legal Division approves the disclosure of confidential information, Staff is 
responsible for executing the disclosure through the following procedure. 

• Staff should stamp all materials to be produced with the footer: "Confidential 
Information; Property of the CFPB." 

• In addition, Staff should maintain an electronic copy of the approval letter, along 
with the transmitted materials, in an appropriately designated subfolder in the 
case folder on the shared drive, e.g. "Materials Provided to DOJ." 

• Staff should send the requested materials in a format that provides a reasonable 
level of security for the data, as described in the guidance below. 

Guidance: Please be aware that the Legal Division's approval of an agency's request to 
access the Bureau's confidential information does not imply permission to also utilize 
the confidential information in court or in another law enforcement proceeding, even if 
the agency and Enforcement are engaged in a joint or parallel investigation. An agency 
must separately submit a request to the Legal Division to utilize the Bureau's 
confidential information in court or in another law enforcement proceeding. In 
appropriate circumstances, the Legal Division may require the requesting agency to file 
the confidential information under seal or to obtain a protective order prior to using the 
confidential information in the proceeding. The Legal Division is available to assist with 
or respond to any questions or concerns raised by the requesting agency regarding the 
access request process, particularly any follow-on requests by the agency to utilize 
disclosed information in a law enforcement proceeding. If you believe the Legal Division 
should grant anything other than full use of shared information, please speak to your 
ALD about the best way to proceed. 

	

IV. 	Joint Investigations and Standing Access Requests 

Guidance: In some circumstances, particularly when Enforcement and an agency have 
a joint investigation or litigation, it may be impractical for the agency to submit an 
access request letter each time Enforcement has new information relevant to a matter. 
In those situations, the agency can submit a written request under 12 C.F.R. § 
1070.43(b) that seeks information related to a subject or matter on a standing basis, as 
permitted by 12 C.F.R. § 1070.43(d). 
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V. Common Interest Agreements and Protection of Work Product 

Procedures: If Staff wish to share Enforcement work product with an agency in the 
instance of a joint investigation or action, Staff should propose that the Bureau and the 
agency enter into a common interest agreement specific to that investigation or action. 
A common interest agreement provides greater protection and flexibility for the ongoing 
exchange of work product between the Bureau and the agency. The Legal Division has 
approved a model common interest agreement, available in the Templates and Forms 
folder on the Z Drive, that may be used for this purpose. Please be aware that the agency 
will still have to submit an information access request letter to receive confidential 
information. To avoid any confusion about whether the agency will receive confidential 
information, the best practice is for Staff to ensure the access request is submitted and 
approved prior to entering into a common interest agreement. 

VI. Special Information-Sharing Issues Related to the CSBS, Federal 
Prudential Regulators, Fair Lending Investigations, FTC, and Department 

of Education 

Procedures: Certain information requests from a small group of federal and state 
agencies may be governed by MOUs that the Bureau has entered into with the agencies 
authorizing the bilateral sharing of certain information or a statute requiring the sharing 
of certain information. If Staff receive a request involving any of the agencies set forth 
below, they should consult their ALD or the Legal Division to determine whether one of 
the authorization MOUs apply and, if so, the procedure for complying with the MOU or 
statute. While this list may change (a more detailed list can be found on the CFPB wiki, 
http://team.cfpb.local/wiki/index.php/MOUs),  the impacted requests and agencies are: 

• CSI or personal consumer information requests from a CSBS MOU signatory. 
• Requests for any confidential information from the OCC, FDIC, Federal Reserve  

Board NCUA and HUD: 
• Exchanges of fair lending investigatory materials with DOJ's Civil Rights Division 

or among the DOJ's Civil Rights Division, the FTC and HUD. 
• Enforcement information requests from the FTC and/or notifications regarding 

certain activities; 
• Sharing consumer complaint information with the Department of Education; and 
• Evidence of criminal violations that we send to DOJ. 

Guidance: The Bureau has entered into a number of MOUs with federal, state, local 
and tribal law enforcement agencies that address the mechanics of information-sharing. 
These MOUs do not replace the access request procedure described above. There are a 
small number of MOUs between the Bureau and other law enforcement agencies, 
however, that authorize information-sharing outside the 12 C.F.R. § 1070.43(b) 
procedure. Navigating the requirements of these MOUs can be difficult and will 
generally be done in consultation with the Legal Division or according to previous 
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direction from the Legal Division. A list of all of the MOUs that the Bureau has entered 
into is available on the MOU wiki page.  (http://team.cfpb.local/wiki/index.php/MOUs).  

VII. Data Breaches 

Procedures: Staff should immediately report to their supervisor, the Legal Division, 
and the Chief Information Security Officer, any instance in which Staff know or have 
reason to believe that: 

• confidential information has been accessed, used, or disseminated internally or 
disclosed externally without proper authorization or in violation of these 
procedures or has been lost or stolen; or 

• an agency with which Staff have shared confidential information has violated the 
terms of its access or of the Bureau's confidentiality regulations, including by 
further disclosing the information without permission or using it for purposes 
other than those specified by the Bureau. 

Receiving Information from a Law Enforcement Agency 

The procedures below should be used for the receipt of any type of material that an 
agency wishes to share. Please note that, if the agency wishes to send the Bureau 
consumer complaints to process through Consumer Response, the agency should 
contact Consumer Response directly. 

VIII. 	Establishing Protections for Shared Information 

Procedures: Before receiving information from a law enforcement agency, Staff 
should establish — in writing — how the agency wants the information handled and any 
limitations on using the information. Staff may do this in a letter to the agency 
requesting the materials. Sample access letters sent by the Bureau to other agencies are 
kept on the shared drive (Z drive: 
\ wdcfssys.cfpb.local \ Department \ Enforcement \ Resources \ Information Sharing \ Access 
Requests \ From CFPB to Other Agencies \). 

Some agencies have entered into memoranda of understanding or common interest 
agreements with the Bureau that detail how any information disclosed by the agency 
should be treated. A list of all of the MOUs that the Bureau has entered into, along with 
links to some of the actual documents, is available here (on the wiki 
at: http://team.cfpb.local/wiki/index.php/MOUs  ). 

Common interest agreements are available here 
\ wdcfssys.cfpb.local \ Department \ Enforcement \ Resources \ Information 
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Sharing \ Common Interest Agreements \ ). If none of these mechanisms apply, Staff 
should send the ownership disclaimer below to the agency, prior to receiving any 
materials. 

The information below describes how the CFPB will treat 
your materials. Please acknowledge receipt of this 
information prior to sending materials to the CFPB. 

Any materials sent to the CFPB remain your property and we 
will maintain them in a manner identifying them as such. In 
the event that we receive any legally enforceable demand or 
request for the materials or if they are subject to an 
affirmative disclosure obligation, we will promptly inform 
you in writing and provide a copy of the demand or request 
or description of the obligation. 

If the request is made pursuant to the Freedom of 
Information Act, the Privacy Act, or a state analogue, we will 
inform the requester that the materials may not be disclosed 
as they are your property and any request for the materials is 
properly directed to you. 

If the request or demand or affirmative disclosure obligation 
is not pursuant to these statutes, we will consult with you 
before complying and give you a reasonable opportunity to 
respond. We will also assert all reasonable and appropriate 
legal exemptions or privileges that you may reasonably 
request. In addition, we will consent to any motion you make 
to intervene in any action to preserve, protect, and maintain 
the confidentiality of the materials. 

We are not prevented, however, from complying with a 
legally valid and enforceable order of a court of competent 
jurisdiction, an order issued by a federal Administrative Law 
Judge or, if compliance is deemed compulsory, a request or 
demand from a duly authorized committee of the United 
States Senate or House of Representatives. 

IX. 	Step-by-Step Process for Receiving Materials from a Law 
Enforcement Agency 

Procedures: Whenever Staff plan to receive information from an agency, they should: 

1. Confirm how the Bureau will treat the provided materials. This is done by 
sending an access request to the agency; confirming in writing that the agency is 
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a signatory to a MOU or common interest agreement with the Bureau; or 
emailing the ownership disclaimer to the agency. 

Ask the agency to send the materials in a format that provides a reasonable level 
of security for the data. 

3. If the materials are coming in an electronic format, request a secure folder on the 
shared network drive from the Help Desk (5-pp) at least 24 hours prior to 
anticipated receipt. Please review the guidance below for more information on 
secure storage of information. 

4. Upon receipt, immediately place the information received in an electronic format 
in the secured folder. Nothing should be stored in the secured folder, aside from 
materials provided by the agency. If the materials are in hard copy, they should 
be placed in a separate file in a locked file cabinet. 

5. Label the information with the name of the sending agency, the date sent, and 
any restrictions on using the information, i.e. "FTC Information Subject to 1/1/13 
MOU; Do Not Disclose without Authorization." 

Before further disclosing any information provided by the agency, Staff should have 
written approval from the agency or confirmation from the agency in writing that it does 
not deem the provided information confidential. Unless prohibited by law or previously 
agreed otherwise, this approval or confirmation must be sought for any disclosure of 
another agency's information, regardless of whether the disclosure is discretionary or in 
the context of an access request, subpoena, discovery request, affirmative obligation, or 
other compulsory request. If the agency is a signatory to a memorandum of 
understanding with the Bureau or a common interest agreement related to the 
information, Staff should follow the notification requirements in those documents. 

Guidance on Transmitting and Storing Materials Securely 

X. 	Ways to Transmit Information Securely 

The methods listed below are acceptable ways to send or receive information, listed in 
order of preference. 

a. Electronic Transmission 

For sensitive information sent electronically, either the transmission should be 
encrypted or the data itself should be encrypted. Sending restricted data in encrypted, 
password-protected attachments is acceptable as long as the password is communicated 
separately, securely and, ideally, in an alternative method (e.g by phone, in person, or 
in the mail). The password should never be sent in the email containing the attachment. 
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b. Removable Media 

Sensitive information should not be on removable media unless the data is encrypted. 
The Bureau does not accept all types of removable media. Staff should confirm the 
acceptability of the removable media with the Cyber Security team prior to receiving the 
information. 

c. Acceptable Physical Delivery Methods 

Physically mailing hard copies of sensitive information should only be done using the 
U.S. Postal Service's First Class Mail, Priority Mail, or an accountable commercial 
delivery service (e.g., DHL), with the documents sealed in an opaque envelope or 
container. If possible, use a receipted delivery service (i.e. Return Receipt, Certified, or 
Registered mail) or a tracking service to ensure secure delivery is made to the 
appropriate recipient, or contact the intended recipient to confirm receipt. 

d. Facsimile 

Senders transmitting via facsimile should use a cover sheet that states that the fax 
includes sensitive data and clearly indicates the recipient. The sender should also 
confirm receipt. 

XI. 	Advice to Law Enforcement Agencies on the Secure Transmission of 
Information 

Although the Bureau does not require that law enforcement use a particular method of 
secure transmission, you may offer general guidance on best practices. You may wish to 
include the following statement in your correspondence with the agency that is sending 
you information. 

We ask that you send us the information in a format that provides a 
reasonable level of security for the data while it is in transit. While we do 
not require that you use any particular method, examples of reasonable 
security measures include using: 

• a password-protected Zip file; 
• an encrypted email using ZixSelect; 
• certified mail; or 
• an encrypted form of removable media, such as a CD or DVD. The 

CFPB has certain limits on removable media, so please contact me 
if you would like to use that option or if you have any other 
questions about secure methods of transmitting data. 
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XII. Shared Information Should be Securely Stored 

Staff should create an access-restricted folder to store shared electronic information or, 
if information is shared in paper form, store it in a locked location. The Help Desk will 
apply security restrictions to a folder, but Staff should first create a folder in the location 
the information will be stored. The folder name should indicate the owner of the 
information, i e. Z:lEnforcementlExam Support, Investigations and Cases I Formal 
InvestigatthnslaubjectilMaterial from IL AG1Consumer Complaints. If there is a 
common interest agreement, MOU, or access letter that governs treatment of the shared 
information, that document should be kept in the folder. Access to this folder should be 
restricted to a designated subset of Bureau employees who have a bona fide need for the 
information to carry out their assigned job responsibilities. To apply the security 
restrictions, the Help Desk will need to know the file location and a list of Bureau 
employees with need-to-know and specific access permissions for the data (read, write, 
etc...). 

XIII. Further Questions 

Talk to your supervisor or use the points of contact on the Enforcement wiki page  
(http://team.cfpb.local/wiki/index.php/Quick  Contacts for Enforcement Policy on 

Infromation Sharing) if you have any further questions. 
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Criminal Referrals 

The Bureau is required by 12 U.S.C. §5566 to refer to the U.S. Department of Justice 
evidence it obtains that "any person...has engaged in conduct that may constitute a 
violation of Federal criminal law." This process describes the flow of such referrals 
within the Office of Enforcement and does not address the broader Bureau policy on 
criminal referrals. 

Processing Potential Criminal Referral within Enforcement 

Procedures: 

• When staff encounters credible information about potential criminal conduct, 
they should bring it to the attention of the Criminal Coordinator in consultation 
with their supervisor. 

• Criminal Coordinator (in consultation with management) will evaluate whether 
the information involved contains: 

o Credible evidence; 
o Possible violations of criminal law (federal or other); 
o Violations that are within the Office of Enforcement's jurisdiction; and/or 
o Connections to any ongoing Enforcement matter. 

• Criminal Coordinator will consult with Enforcement Director/ Principal Deputy 
before transmitting any referral. 

• All referrals under this policy will be copied to the OIG. 
• Pursuant to 12 U.S.C. § 5566, material that constitutes evidence of criminal 

conduct may be transmitted to the appropriate criminal authorities without an 
access request. Sharing any other information must be done under 12 C.F.R. 
§1070.43(b), which governs the sharing of confidential Bureau information. 

• When the information relates to an ongoing Enforcement matter 
o Direct referral: ENF may make direct referrals to particular offices or 

divisions of USAOs or DOJ of matters relating to an ongoing ENF 
investigation where ENF seeks to work jointly with that office or division. 

• Such direct referrals should be made in consultation with the team's 
LD, the Criminal Coordinator, and the Enforcement 
Director/Principal Deputy. 
The Enforcement team should keep the Criminal Coordinator 
apprised of all such referrals, including the transmission of any 
evidence or documents pursuant to a criminal referral, for purposes 
of tracking the referral. 

o Other referrals: Where ENF comes into possession of information 
relating to potential criminal conduct as part of an ongoing investigation 
or examination, but where such information will not require close 
coordination with DOJ/USAO following the referral (i.e., where the 
matter is collateral to our matter): 

• The Criminal Coordinator will receive approval of the Enforcement 
Director/Principal Deputy prior to forwarding any such 
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information to DOJ/OIG. To the extent that the referral would be 
appropriate for a particular office or division of the USAOs or DOJ, 
the Criminal Coordinator may make a direct referral to that office 
or division. 

• When the information does not relate to an ongoing matter, the Criminal 
Coordinator, in conjunction with the relevant issue team, will evaluate whether 
ENF should investigate further. 

• When it is determined that ENF will not investigate the information, the Criminal 
Coordinator will forward to the DOJ POCs and copy OIG and any relevant 
Enforcement Supervisor where the information appears to be: 

o Credible; and 
o Potential criminal conduct. 

Communications with Subjects regarding Referrals 

• Bureau personnel should not have any communications with subjects regarding 
the existence of, or status of, a criminal referral. This does not prohibit 
communicating to a subject that their conduct is in clear violation of criminal law 
in certain circumstances where it is deemed necessary by the Director or Principal 
Deputy of Enforcement. 

o In particular, Staff generally should not make any promises or 
representations regarding any potential action that the Bureau or the 
receiving criminal authority might take or has taken in response to the 
information provided. 

o The Office of Enforcement should not condition any agreements with a 
subject on the transmittal of a referral. 

Record keeping 

• Enforcement attorneys will forward to the Criminal Coordinator any 
correspondence from the Bureau related to initiating the referral and from the 
receiving agency acknowledging the referral. 

• Criminal Coordinator will keep a record of any referral and a copy of any 
correspondence initiating or acknowledging the referral. The referral will also be 
logged in the Leads Database. 

• Criminal Coordinator will be responsible for forwarding any such correspondence 
and other relevant materials to the Legal Division, which is responsible for keeping 
records regarding all criminal referrals by the Bureau 
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Civil Referrals — Incoming and Outgoing 

Incoming referrals from other law enforcement agencies can serve as a valuable resource 
for the Office of Enforcement in identifying potential legal violations. Outgoing referrals occur 
when the Office of Enforcement determines that evidence would be appropriately referred to 
another agency for evaluation and possible law enforcement action. This policy addresses both 
types of referrals. 

This policy does not apply to re-routing tips or unsubstantiated leads to the appropriate 
agency, which should generally be handled by the appropriate issue team and logged in the leads 
database. This policy also does not address referrals of evidence that any person has engaged in 
conduct that may constitute a violation of federal criminal law. Such referrals must be handled 
under the Enforcement Process on Referring Criminal Violations to the Department of Justice 
located here. This policy does not cover referrals made by other SEFL offices, such as Fair 
Lending referrals to the Department of Justice of a pattern or practice of discrimination or Office 
of Supervision referrals. 

Receiving Referrals from Law Enforcement Partners  

Procedures: 

• Staff receiving an incoming referral from another law enforcement agency should not make 
any promises or representations regarding any potential action that the Bureau might take 
in response to the information provided. If the referral is a Whistleblower tip, Staff should 
refer to the policy on Handling Law Enforcement Tip Calls and Emails (located here). 

• If the referral is not received directly by the Issue Team, staff receiving the incoming 
referral should forward a copy to the appropriate Issue Team facilitator. 

• The Issue Team should document receipt of any referral in the Enforcement Leads 
Database. Either the Issue Team or staff receiving the referral should acknowledge 
receiving the referral to the law enforcement agency that sent it. 

• After review of the referral, if a staff member recommends the referral be subject to further 
investigation, they will follow the policy for Opening an Enforcement Matter by completing 
the Recommendation for Assignment of a Matter Memorandum or an Opening 
Investigation Memo (located here). If a staff member does not recommend further 
investigation, the Issue Team may recommend it, following the same procedure above. 

• The determination whether to recommend further investigation should be documented in 
the Enforcement Leads Database. 

Any written correspondence pertaining to referrals should be housed on the Z: Drive in a 
location to be managed by the paralegal for the Policy and Strategy Team (PST Paralegal). 

• If the referring agency specifically states that the referral is made pursuant to Section 
1024(c)(2) or Section 1025(c)(2) or recommends, in writing, that the Bureau initiate an 
enforcement proceeding, the decision to open the matter must be made within 120 days 
of receipt of the referral. 
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o The Issue Team facilitator is responsible for calendaring the deadline for a 
response and following up, as necessary, to ensure that the deadline is met. 

o If neither the Issue Team nor a staff member recommends opening a matter, the 
Issue Team facilitator will send a summary of the referral to the Deputy 
Enforcement Director for Policy and Strategy (PST Deputy) with a sufficient 
amount of time for review before the expiration of the 120 day period. If the PST 
Deputy believes that a matter should be opened, the Issue Team will follow the 
procedure policy for Opening an Enforcement Matter by completing the 
Recommendation for Assignment of a Matter Memorandum or an Opening 
Investigation Memo (located here). 

o The Issue Team facilitator is responsible for notifying the referring agency of the 
decision whether to open a matter in writing within 120 days of receipt of the 
referral. 

o Whether the decision is to open a matter or not, the Issue Team facilitator will 
provide the SEFL FO with a summary of the referral and a copy of the notification 
to the referring agency. The SEFL FO will coordinate SEFL review of the referral 
for general awareness and potential use as field market intelligence. 

Guidance: Staff evaluating the referral, should consider the factors listed in the policy for 
Opening an Enforcement Matter (located here) in addition to the following special factors: 

• The source of the referral; 

• Whether other authorities, including federal or state agencies or regulators, are 
already investigating the conduct or might be better suited to do so than the 
Bureau; and 

• Whether the Bureau is uniquely situated to address the potential violation. 

Making Referrals to Law Enforcement Partners 

Whether in the course of conducting a Research Matter or an Investigation, or by some 
other manner, staff may uncover reliable information about a potential violation of state and/or 
federal law that might be more appropriately addressed by another law enforcement agency. 

P rocedures: Before making a referral to another law enforcement agency, including the Internal 
Revenue Service, staff should: 

• Seek input from the relevant Issue Team. 

• Obtain approval for the referral from their Litigation Deputy. 

• Make the referral in writing to the appropriate agency. Before making the referral, 
confirm with the Enforcement Front Office that no other offices should be consulted or 
copied on the referral. 

o Staff must ensure that all referrals are made in accordance with Federal law, 
including the Bureau's confidentidlity regulations at 12 C F R 1070 40 et nary ant 
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the Right to Financial Privacy Act, 12 U.S.C. 3401 etseq., as well as the CFPB's 
internal policies on information sharing, including the policy on Exchanging 
Information with Law Enforcement Partners, SEFL Staff Memorandum 2014-01, 
SEFL Policies and Procedures for Sharing Confidential Supervisory Information 
and Confidential Investigative Information with External Partners. Consult with 
the Legal Division as necessary. 

o 	All document productions must be properly logged and encrypted. 

• Submit the referral to the PST Paralegal for documentation in the referrals spreadsheet 
(located here). 

Note for Section 5516(d)(2) Referrals to Prudential Regulators Regarding 
Smaller Depository Institutions and Credit Unions 

Pursuant to 12 U.S.C. § 5516(d)(2), when staff has reason to believe that an insured 
depository institution with total assets of $1o,000,000 or less, or an insured credit union with 
total assets of $1o,000,000 or less, has engaged in a material violation of a Federal consumer 
financial law, the Bureau shall notify the institution's prudential regulator in writing and 
recommend that the prudential regulator take appropriate action. The prudential regulator has 
6o days to respond to the recommendation. In these cases, these additional steps should be 
taken, in addition to following the procedure above: 

• • 	Confirm that the matter rises to the level of a formal referral. For purposes of Section 
5516(d)(2), "reason to believe" means the Bureau has enough information to support the 
filing of a complaint. A "material violation" is a violation substantial enough that the 
prudential regulator would consider it relevant to its decision-making. Information that 
does not meet the standard for a formal referral may still be sent to the appropriate 
prudential regulator. Consult your ALD or the relevant issue team for more information. 

• The referral should be drafted using this template- 

• After obtaining approval for sending the referral from their Litigation Deputy, but prior to 
actually sending the referral, provide a copy of the draft referral to the SEFL FO, which 
will help determine if any other information or notifications are necessary; 

• Calendar the date a written response is required under Section 1o26(d)(2)(B) (6o days from 
the date CFPB sent the referral); 

• Follow up with the prudential regulator by email 6o days after sending the referral, 
copying the SEFL FO and sending the SEPT FO a copy of the response, if any; and 

• Submit all follow-up correspondence to the PST Paralegal for documentation in the 
referrals spreadsheet (located here). 

The Consumer Financial Protection Bureau (-Bureau')created this policy solely for the internal 
administrative use of its employees. It is not intended to nor should it be construed to: (1) restrict 
or limit in anyway the Bureau's discretion in exercising its authorities,-  (2) constitute an 
interpretation of law; or (3) create or confer upon any person, including one who is the subject 
of a Bureau Investigation or enforcement action, any substantive or procedural rights or 
defenses that are enforceable in any manner. 

C AUTI ON! These !!!alr!c?! 

P!"0:1UCt. Law Er.tb. 

CFPB FOIA-2017-078-F
Recvd. by J. Pompan, Venable LLP, Jan. 23, 2017



Office Policy 	 Manual 2.0 (last revision 05/04/2015) 

Section 1042 Notices: State Action Under the CFPA 

This procedure complements the [Policy for Bureau Review of Section 1042 Notices] 
Submitted by State Attorneys General or State Regulators (located here). Specifically, 
this procedure details the role of the Office of Enforcement in reviewing and 
responding to Section 1042 notices. 

Section 1042 requires State attorneys general and regulators to send notice of potential 
actions under the CFPA or regulations promulgated thereunder to 
Enforcement@cfpb.gov  which is monitored by the Enforcement front office, and 
Execsecpcfpb.gov. When the Enforcement front office receives a Section 1042 notice, it 
will send the notice to the individual on the Enforcement Policy and Strategy Team 
("PST") assigned to maintaining State attorney general relationships ("AG contact"), 
unless another point of contact for reviewing the notices has been established. The 
Enforcement front office or the AG contact will also forward the notices to the Senior 
Team. The AG contact will review the notice and send it, as well as any additional 
information relevant to the action or relationship, to the Legal Division's Section 1042 
point of contact. If the notice came directly from the State and it does not appear that it 
was sent to ExecSecPcfpb.gov, the notice will also be sent to the Assistant Director and 
Deputy Assistant Director of the Office of Intergovernmental Affairs and the Office of the 
Executive Secretary. If the notice pertains to a statute or regulation that requires notice to 
another agency, it will also be sent to the point of contact at that agency. 

Within five days of receipt, the Legal Division will review the notice and notify the AG 
contact about any potential conflicts with Bureau precedent or interpretation of the CFPA 
and the proposed Bureau response. The AG contact will discuss the notice and the Legal 
Division's review with the Deputy Director and Assistant Deputy Director for 
Enforcement Policy and Strategy to determine if there are issues that should be raised 
with other Bureau components. In addition, the AG contact will forward the notice to 
the appropriate issue team lead. 

If Enforcement and Legal do not intend to raise any substantive issues with the State, 
Enforcement will send the State attorney general or regulator a letter confirming receipt 
of the notice, asking for the State to send us a file-stamped version of the complaint, and 
reminding the state to keep the Bureau in the loop on any discovery disputes, dispositive 
motions, or court rulings related to the CFPA claim. Enforcement will copy IGA and the 
Office of the Executive Secretary on the email sending this correspondence. 

To the extent there are substantive issues with the notice or any comments related to the 
notice, the AG contact will call the State attorney general or regulator and discuss the 
matter orally. The Legal Division may participate in this call, if they wish to do so. 

The draft and final notices, as well as any other materials received from the State, will be 
kept in the following folder on the shared drive: Z: \ Enforcement \ Policy and  
Strategy,- \ State AGs \ Section 1042 and MARS Rule Notices \ Section 1042 \ . The PST 
paralegal or admin will ensure that the notice is logged on the notice tracking 
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spreadsheet. In conjunction with the Legal Division, the AG contact will stay informed 
about the progress of the State attorney general or regulator's matter and inform the 
Deputy Director and Assistant Deputy Director for Enforcement Policy and Strategy and 
Assistant Director and Deputy Assistant Director of the Office of Intergovernmental 
Affairs of any significant developments. The AG contact will also provide any requested 
information to the Executive Secretary for the Bureau's Semi-Annual Report. 
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PRACTICE GUIDANCE 

Disclaimer 

These Practice Guidance documents are intended to facilitate your work in the Office of 
Enforcement. They are not official policies or procedures of the Office, but rather 
represent recommended best practices. They are meant to be followed at your discretion 
in light of the specific circumstances surrounding the particular investigation. 
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ENF Timeline Cheat Sheet 

ALL MATTERS 

Settle/Sue Authority 
• 4 Months (120 Days) 3 settle or file suit. QPR Metrics. 
• 2 (Calendar) Years 3 settle or file suit. GPRA Public Enforcement Metrics. 

MATTERS ORIGINATING FROM ENF RAMS 

Open Research Matter 
• 6 Months (180 Days) 3 investigation or close matter per ENF Internal QPR 
Metrics (most matters should open within 3 months in accordance with the April 1, 
2013 ENF Organizational Updates Memo).* 

Open Investigation 
• 18 Months (540 Days) 3 obtain authority to settle/sue or close per QPR 
Metrics (general expectation, 12 months in accordance with the April 1 
Memo)." 

Disclaimer:The time periods set forth above are guidelines created using assumptions based on a prototypical 
matter. No matter is entirely "typical," however, and depending on a host of factors any given matter may take 
longer or shorter in one or more phases described above. That said, using these guidelines helps the Office and the 
Bureau identify matters that may require additional time or attention based upon their complexity, novelty, or other 
factors. 
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MATTERS ORIGINATING FROM ARC DETERMINATIONS 

Receive Draft ROE or SL 
• 7 (Calendar) Days 3 provide comments, including questions or 
suggested revisions, to the Regional Liaison. SPV's Memo on CFPB Process for 
Reviewing Supervisory Letters, Examination Reports, and Supervisory Actions 
of June 15, 2012. 

ARC Memo Finalized by Supervision 
• 5 (Business) Days 3 review and provide any comments or proposed edits 
to 
OSP staff. SEFL 2.0. 

ARC Memo Submitted to ARC 
• 5 (Business) Days 3 notify the Associate Director's Office and other 
SEFL Offices of ENF views in writing. (ENF Director/Front Office 
Responsibility). SEFL 2.0. 

ARC Determination 
• 14 (Calendar) Days 3 submit opening investigation memo to EAP. SEFL 
2.0. 
• 60 (Calendar) Days 3 (if no investigation) submit settle/sue memo to 
EAP. 
SEFL 2.0. 

Open Investigation 
• 30 (Calendar) Days 3 issue CID. SEFL 2.0.* 

Additional Fact Gathering/Factual Investigation Complete 
• 60 (Calendar) Days 3 submit settle/sue memo to EAP. SEFL 2.0.** 

Disclaimer:The time periods set forth above are guidelines created using assumptions based on a prototypical 
matter. No matter is entirely "typical," however, and depending on a host of factors any given matter may take longer or 
shorter in one or more phases described above. That said, using these guidelines helps the Office and the Bureau 
identify matters that may require additional time or attention based upon their complexity, novelty, or other factors. 
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EN F Timeline Flowchart: Matter Originates from RAM 

RAM 

  

hnwtigaion 

  

 

Settle/Sue 

Authority 

D 	c /a e rThe time periods set forth above are guidelines created using assumptions based on a prototypical 
matter. No matter is entirely "typical," however, and depending on a host of factors any given matter may take 
longer or shorter in one or more phases described above. That said, using these guidelines helps the Office and the 
Bureau identify matters that may require additional time or attention based upon their complexity, novelty, or other 
factors. 
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ENF Timeline Flowchart: Matter Originates from Examination 

(Additional Fact Gathering Unnecessary) 

Disclaimer:The time periods set forth are guidelines 
created using assumptions based on a prototypical matter. 
No matter is entirely "typical," however, and depending on a 
host of factors any given matter may take longer or shorter in 
one or more phases described above. That said, using these 
guidelines helps the Office and the Bureau identify matters 
that may require additional time or attention based upon 
their complexity, novelty, or other factors. 
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ENF Timeline Flowchart: Matter Originates from Examination 

(Additional Fact Gathering is Necessary) 

Disclaimer:The time periods set forth above are guidelines created using assumptions based on a prototypical 
matter. No matter is entirely "typical," however, and depending on a host of factors any given matter may take 
longer or shorter in one or more phases described above. That said, using these guidelines helps the Office and the 
Bureau identify matters that may require additional time or attention based upon their complexity, novelty, or other 
factors. 
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Ethical Guidance Related to Obtaining Information from 
Consumer Response 

Consumer Response Investigators may occasionally contact attorneys with questions 
involving a person or entity that is currently the subject of an Enforcement matter. 

Procedures: Staff may not direct, order, or instruct Consumer Response Investigators 
to contact the subject of a complaint or obtain materials from the subject of a complaint. 
If Staff provide any opinion to Consumer Response Investigators regarding follow-up 
conversations or obtaining documentation from the subject of a complaint, Staff should 
clearly state that the advice is just an opinion, which the Investigators are in no way 
obligated to follow. 

Guidance: You are not prohibited from providing advice to investigators in Consumer 
Response under Rule 4.2 of the Model Rules of Professional Conduct, as long as you do 
not directinvestigators to communicate with or request materials from a company. 
Ethical concerns are not raised when you provide advice to Consumer Response 
investigators about issues in consumer complaints, even if the company is the subject of 
an Enforcement matter. Advice may consist of opinions about whether a legal violation 
has occurred and what documents might be relevant to that analysis. You may also obtain 
information received as part of a Consumer Response investigation as long as the 
information was not obtained at your direction. If you have any questions about ethics 
rules, please contact the Ethics Office of the Legal Division. 
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Requesting CSI from OCC 

The first step is to make a written request to the bank for the information. Presumably, 
this request could be a civil investigative demand or a voluntary request in lieu of a CID. 
The request should say that we understand that some of the information we are seeking 
may be OCC non-public information, and that we request that the bank request 
permission from the OCC to release the information to us. We should advise the bank 
that, pursuant to 12 CFR Part IV, it should direct its request to Horace Sneed, Director of 
Litigation, Office of the Comptroller of the Currency, 400 7th Street, SW, Washington, DC 
20219. We should cc OCC Enforcement Director Ellen Warwick on the request. 

The OCC would then authorize the bank to share its information with us (and require 
the bank to provide the OCC with an inventory of documents provided to us for their 
tracking purposes). The OCC would send a separate letter to us authorizing the release 
pursuant to Part IV, including restrictions on our use and disclosure of the information. 
Because we are the Enforcement Office conducting an investigation (as opposed to a 
supervisory examination), the letter would not apply to the bank's privileged 
information (attorney-client, work product). 

The Enforcement POC for purposes of receiving the OCC letter authorizing the release 
of information is the Enforcement Director. 

When such a request is made to a bank, and/or when any response is received from 
the OCC, please notify the Enforcement Front Office via the Special Counsel to the 
Enforcement Director. 
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Securely Receiving and Transmitting Materials 

Ways to Transmit Information Securely 

The methods listed below are acceptable ways to send or receive information, 
listed in order of preference. 

1. Electronic Transmission 

For sensitive information sent electronically, either the transmission should be 
encrypted or the data itself should be encrypted. Sending restricted data in encrypted, 
password-protected attachments is acceptable as long as the password is 
communicated separately, securely and, ideally, in an alternative method (e.g by 
phone, in person, or in the mail). The password should never be sent in the email 
containing the attachment. 

2. Removable Media 

Sensitive information should not be on removable media unless the data is 
encrypted. The Bureau does not accept all types of removable media. Staff 
should confirm the acceptability of the removable media with the eLitigation 
Support Specialists team prior to receiving the information. 

3. Acceptable Physical Delivery Methods 

Physically mailing hard copies of sensitive information should only be done using the 
U.S. Postal Service's First Class Mail, Priority Mail, or an accountable commercial 
delivery service (e.g., DHL), with the documents sealed in an opaque envelope or 
container. If possible, use a receipted delivery service (Le. Return Receipt, Certified, 
or Registered mail) or a tracking service to ensure secure delivery is made to the 
appropriate recipient, or contact the intended recipient to confirm receipt. 

4. Facsimile 

Senders transmitting via facsimile should use a cover sheet that states that the fax 
includes sensitive data and clearly indicates the recipient. The sender should also 
confirm receipt. 

Advice to Law Enforcement Agencies on the 
Secure Transmission of Information 

Although the Bureau does not require that law enforcement use a particular 
method of secure transmission, you may offer general guidance on best practices. 
You may wish to include the following statement in your correspondence with the 
agency that is sending you information: 
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We ask that you send us the information in a format that provides a reasonable level 
of security for the data while it is in transit. While we do not require that you use any 
particular method, examples of reasonable security measures include using: 

• a password-protected Zip file; 
• an encrypted email using ZixSelect; 
• certified mail; or 
• an encrypted form of removable media, such as a CD or DVD. 

The CFPB has certain limits on removable media, so please contact me if you would 
like to use that option or if you have any other questions about secure methods of 
transmitting data. 

C. Shared Information should be Securely Stored 

Staff should create an access-restricted folder to store shared electronic information 
or, if information is shared in paper form, store it in a locked location. The Help Desk 
will apply security restrictions to a folder, but Staff should first create a folder in the 
location the information will be stored. The folder name should indicate the owner of 
the information, i.e. Z. I Enforcement I Exam Support, Investigations and 
Cases I Forma/In vest iga tions laubjeculMaterial from IL AGIConsumer Complaints. 
If there is a common interest agreement, MOU, or access letter that governs treatment 
of the shared information, that document should be kept in the folder. Access to this 
folder should be restricted to a designated subset of Bureau employees who have a 
bona fide need for the information to carry out their assigned job responsibilities. To 
apply the security restrictions, the Help Desk will need to know the file location and a 
list of Bureau employees with need-to-know and specific access permissions for the 
data (read, write, etc...). 

D. Further Questions 

Talk to your supervisor or use the points of contact on the Enforcement wiki page if 
you have any further questions. (See wiki 
page: htto://team.cfob.local/wikifindex.php/Quick Contacts for Enforcement Pol 
icv on Infromation Sharing ). 
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Outgoing Productions 

The production of documents to parties outside of the Bureau, most often in the 
form of electronically stored information, arises in three situations: 0 discovery in 
administrative proceedings and litigation, 2) the sharing of documents with partner 
federal agencies and states, and 3) the retention of consulting and litigation experts. 
These productions raise a number of legal and security issues. Staff should follow a 
consistent framework for managing outgoing productions in order to comply with 
legal obligations and security of Bureau information. 

I. 	Protecting Bureau Information 

The Bureau has a legal responsibility to safeguard personally identifiable 
information (PII), confidential supervisory information (CSI) and confidential 
investigative information (CII). Definitions for these types of information can be found 
in the Handbook for Sensitive Information 
(See http://team.cfpb.local/wiki/index.php/Handbook  for Sensitive Information). 
In particular, 12 C.F.R. 1070.41 provides that, except as provided by law, no employee 
of CFPB shall disclose CSI or CII. Further, the Bureau Acceptable Use Policy requires 
that employees maintain the security of Bureau information and only share such 
information as specifically authorized, such as sharing information pursuant to a MOU 
or providing such information in discovery. 

Guidance: You should be familiar with the types of information held by the Bureau, 
including PII, CSI and CII and the requirement to safeguard such information under 
12 C.F.R. 1070.41. You should only direct the production of information outside the 
Bureau as specifically authorized in your matter through the administrative rules, 
federal discovery procedures, or a MOU. 

When sharing Bureau information with an expert, attorneys must ensure that before 
any information is shared, the expert has signed a non-disclosure agreement. Sharing 
Bureau information with experts also raises legal concerns. Federal Rule of Civil 
Procedure 26(a)(2)(B) requires that a litigant produce to the opposing party all "facts 
or data considered" by an expert who will testify at trial in formulating the expert's 
opinion. Fed. R. Civ. P. 26(b)(4)(D) provides that similar information need not be 
disclosed to the opposing party when it is provided to a non-testifying (consulting) 
expert (United States v. Second Chance BodyArmor, Inc., 288 F.R.D. 222 (D. D.C. 
2012)), and that information is treated as work product under Fed. R. Civ. P. 
26(b)(3)(A) (Apple v Amazon, 2013 WL 1320760 *1 (N.D. Cal. April 1, 2013)). If a 
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consulting expert becomes a testifying expert, work product may still serve to protect 
from disclosure those facts or data considered by the expert when the expert was 
acting in the role of a consulting expert. However, work-product may only be asserted 
as to materials that do not pertain to the subject matter of which the expert testifies 
(SEC v. Reyes, 2007 WL 963422, *2 (N.D. Cal. March 30, 2007)). Whether the 
materials relate to the subject matter to which the expert will testify is determined 
from the content of the documents themselves. Id. 

As a best practice in investigations, Enforcement Staff need to keep an accurate list of 
all documents provided to any expert in order to comply with the clear mandate of the 
Fed. R. Civ. P. that those documents must be disclosed if the expert is to testify. This 
list should also be maintained with regard to consulting experts, because they may 
become testifying experts. When an expert wears two hats as both a consulting and a 
testifying expert, the documents provided to the expert will need to be analyzed to 
determine what must be disclosed to the opposing party. Attorneys should be aware 
that when sharing documents with experts and consultants that, for security reasons, 
access to Bureau systems cannot be granted to an expert or consultant. 

In order to meet these legal and security obligations and best practices, Enforcement 
Staff must be accountable for the production of any Bureau information by tracking 
what, when, and to whom such information is provided. This accountability is ensured 
by following the procedures set forth below:1 9 

A. Prepare the production 

i) The case team creates a record of the documents to be produced in Clearwell 
or Relativity by tagging the documents. If the case team is not using a review 
platform, they will create a manual list of the documents to be produced. 

2) After the tagging is complete or the list of documents is created, the case 
team sends an e-mail to the eDiscovery distribution list 
(DL CFPB eDiscoveryIT@cfpb.gov) with that information, requesting that a 
production be created. In that e-mail the case team should specify the prefix for 
the application of Bates numbers to that production. This is, a new Bates 
number for purposes of this production and will be different from and in 
addition to any Bates numbers already existing on the documents. 

if the case team anticipates any outgoing production, the team should contact the eDiscovery distribution list as 
early as possible to ensure there is adequate time to create productions. There are certain trigger points where the 
eed for outgoing productions becomes almost certain and the case team should initiate these procedures (e.g., 

hen a decision is made to hire an expert, or when a decision is made to file an administrative notice of charges or 

complaint in district court). 
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3) The e-Litigation Support Specialist assigned to the matter will work with the 
case team to clarify any production requirements and interface with T&I. 

4) T&I will apply the production specific prefix Bates numbers to the 
production. 

B. 	Outgoing productions 

1) All outgoing productions will generally be provided on encrypted physical 
media (DVDs, hard drives) pursuant to the following procedures: 

a. T&I will have the information properly marked to give notice to the 
recipient of the sensitive nature and ownership of the information. 
Each production will have the media stamped (and each document if 
possible) with language that states: "CFPB Property; disclosure 
governed by 12 C.F.R. § 1070.4" 

b. An electronic copy of the production will be created by T&I and 
maintained in a folder in Relativity or Clearwell or on a shared drive. 
A physical copy of the production media will be retained by T&I in 
case additional copies are needed. 

c. T&I will provide a copy of the production on the physical media to the 
e-Litigation Support Specialist who will provide it to the case team. 

d. The case team is responsible for delivering the physical media using a 
delivery method that can be tracked (e.g., UPS). 

2) Under certain circumstances, productions can be made through email using 
encrypted files pursuant to the following procedures: 

a. Case team obtains approval of an ALD to use email. 

b. Case team consults with the assigned e-Litigation Support Specialist to 
obtain the production in the proper electronic form and to ensure that 
the outgoing email is sent using the proper encryption to secure the 
integrity of the production. 

C. 	Tracking in SharePoint 

Once a production has been created and sent, the e-Litigation Support Specialist in 
conjunction with T&I will ensure that the outgoing production tracker in SharePoint is 
updated to reflect the creation and delivery of an outgoing production. 
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Conference and Training Attendance Policy 

In support of their work at the Bureau, Office of Enforcement Staff should attend 
conferences and trainings to sharpen skills and substantive knowledge, enhance 
relationships with key stakeholders, and stay on top of new and cutting-edge 
developments in our sphere. Accordingly, Staff may attend conferences within the 
parameters described in this policy. 

Procedures: Staff may determine what conferences to attend in accordance with 
this policy, but may only attend conferences that their supervisor approves. 
Conference registration will be handled by a Legal Assistant designated by the Chief of 
Staff. Staff should indicate their interest in attending a conference to the designated 
Legal Assistant no later than 3o days before the conference registration deadline. 
Failure to indicate interest within 30 days may complicate procurement of conference 
fees and may compromise one's ability to attend a conference. 

Conference attendance will be presumptively capped in three ways: 

1. No person may incur more than $3,500 in costs associated with 
conference attendance during a single fiscal year (October 1 to September 
3o). This includes all costs associated with conference attendance 
(registration fees, travel, hotel, etc.). 
No person may spend more than six business days attending conferences 
during a single Fiscal year. 

3. No more than 10 people from the team may attend any conference. 

The Chief of Staff may grant exceptions to any of these presumptive caps in specific 
circumstances when appropriate and justified. The caps will be modified as 
appropriate for those who have roles which specifically necessitate greater 
participation in conferences ( e.g., for people with significant outreach 
responsibilities). 

Staff are responsible for ensuring that they comply with these caps and that their 
conference costs and attendance are tracked on the speaking engagement/conference 
attendance tracking spreadsheet located at 
Z: \ Enforcement \ Resources \ Admin \ Conference Budgeting Worksheet.  

Guidance: 
• This policy should be observed in accordance with Bureau-wide policies on 

training. 
Staff should be attentive to any ethical restrictions on conference participation 
or activity. 

Whenever applicable, Staff should obtain CLE credit for conferences attended. 
The limit on team participation in any conference will be managed on a 
"first come, first served" approach with sign-ups maintained by the 
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designated Legal Assistant. To the extent 10 team members are already 
registered for a conference and there is a particular need to have one or 
more individuals attend the conference who are not registered, swaps will 
be negotiated or additional slots will be authorized. 

• The Office of Enforcement's Public Speaking Policy governs Staff 
participation in conferences as speakers, panelists, etc. Attendance at 
conferences in such capacity on the day of the speaking engagement will not 
count against the caps above. Further, if a supervisor specifically requests 
that a team member attend a particular conference, that conference will not 
count against the caps above for that team member. 
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Public Speaking Policy 

The Office of Enforcement recognizes the value of Staff periodically making public 
presentations. This policy explains how decisions will be made about public 
speaking opportunities. It applies to speaking invitations directed to Staff and 
similar opportunities they identify. 

Procedures: Staff receiving speaking invitations or identifying speaking 
opportunities that might benefit the Office of Enforcement and/or the Bureau should 
notify his or her supervisor and the Chief of Staff. 

Supervisors will decide whether invitations should be accepted or presentation 
opportunities should be pursued, according to the factors described below. 

If it is determined that someone from the Office of Enforcement should make the 
presentation, that person, in coordination with his or her supervisor, should 
coordinate with the Bureau's Office of External Affairs before committing to any 
speaking engagement. 

Remarks should be cleared by the speaker's supervisor or another member of the 
senior team. When speaking, Staff should first offer a disclaimer that the remarks do 
not represent official Bureau views. 

Costs of the conference and travel will be paid for by the Bureau. The sponsoring 
entity may not reimburse the speaker, but it may waive the fee for the event on the 
day the speaking occurs. 

The day on which a person speaks does not count against his or her "conference 
days," and any costs associated with the speaking engagement itself (e.g. airfare, 
hotel for day before/of speaking engagement) do not count against her annual 
conference attendance budget. 

It is the responsibility of the person who receives a speaking invitation to ensure that 
an appropriate response to the invitation is made. It is the responsibility of the person 
who speaks to log the engagement on the speaking engagement/conference 
attendance tracking spreadsheet. 

Guidance: Supervisors will use the following factors in deciding whether an 
invitation should be accepted: 

• Whether accepting the invitation promotes the mission of the Office of 
Enforcement and/or the Bureau; 

• Whether the event provides an opportunity for the Office of Enforcement to 
build relationships with partners or relevant constituencies; 
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• Whether the topic to be discussed relates to an articulated enforcement 
priority or presents an opportunity to discuss an enforcement initiative; and 

• What resource investments are associated with accepting the invitation in terms 
of working time spent, travel costs, admission fees, etc. 

The person who receives an invitation to speak (or identifies a speaking 
opportunity) will not automatically be selected to make the presentation. 
Rather, supervisors will consider the following factors in determining who 
should speak: 

• Ability to perform this task well, taking into account experience working on the 
particular issues to be discussed, and interest and involvement in 
similar/related projects; 

• Time to perform this task without undue interference with other work; 
• Other public speaking opportunities; 
• Receipt of the invitation to speak and interest in making the presentation; and 
• The extent to which the invitation is only for the individual to whom it 

was directed. 
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Enforcement Attorney Hiring Process — Updated 7/31/2014 

POSTING 

• Generally, Enforcement will hire Enforcement Attorneys through USA Jobs 
postings. 

o We will request a resume and cover letter from all applicants. Applicants 
who are asked to come back for a second-round interview will be asked to 
provide a writing sample. 

o Candidates will be hired for the office, rather than for specific litigation 
teams. When new hires are assigned start dates, the Litigation Deputies 
and the Front Office will determine which team the attorneys join. 

RESUME REVIEW 

• For each posting, a resume review group will be assembled to review resumes. 
o The resume review group will be composed of five to eight attorney 

volunteers from the team, with the number dependent on the volume of 
applications. Litigation Deputies may suggest attorneys to participate in 
resume review. The Chief of Staff will select attorneys to participate. 

o The resume review group will participate in diversity and structured-
interview training before reviewing resumes. 

o The resume review group will consider the following in recommending 
candidates to be interviewed: 

• The Enforcement Attorney PD 
• The expectations for attorneys at each level in the Office of 

Enforcement 
The qualifications of the individual candidates, with particular 
attention paid to the following attributes: 

• Litigation and investigatory experience 
• Legal experience generally 
• Consumer law experience 
• Academic achievement 
• Clerkship(s) 
• Demonstrated commitment to public service 
• Interest in the Bureau's mission 
• Any other skill or expertise identified by the office at a 

particular time 

• The resume review group will recommend candidates to interview. The Chief of 
Staff, in consultation with the Litigation Deputies, the Principal Deputy, and the 
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Enforcement Director, will select the final group to be interviewed. 

• The number of candidates to interview will depend on the number of vacancies to 
be filled. 

INTERVIEWS  

• Candidates will participate in structured interviews. 

• For each posting, an interview group will be assembled to interview candidates. 
o The interview review group will be composed of eight attorney volunteers 

from the team. Litigation Deputies may suggest attorneys to participate in 
interviews. The Chief of Staff will select attorneys to participate. 

o The interview group will participate in diversity and structured-interview 
training before conducting interviews. 

o Managers participating in interviews will also complete these trainings. 

• Interviews will structured as follows: 
• 45 minutes with three members of the interview group 
• 45 minutes with an LD, an ALD, and the Chief of Staff 
o The first group will ask Interview Questions Set 1 (to be provided to 

interviewers) 
o The second group will ask Interview Questions Set 2 (to be provided to 

interviewers) 

• Interviewers will complete interview packets immediately after the interview. 

• Interviewers will meet as a group during the week that the interview occurs to 
discuss the candidate(s) interviewed. Interviewers will recommend candidates to 
return for a call-back interview. 

• Call-back interviews will be structured as follows: 
o 3o minutes with the Enforcement Director (and Principal Deputy, if 

available) 
• 3o minutes with any LD who has a vacancy and who did not meet the 

candidate during the first round of interviews 
o Both interviews will be conducted without set questions 

• Final hiring decisions will be made by the Chief of Staff, in consultation with the 
Enforcement Director, the Principal Deputy, and the LDs. 
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INTERNAL CANDIDATES 

• Candidates who are already employed by the Bureau, but not the Office of 
Enforcement, will apply and interview according to the process described 
above. 

• Candidates who are already employed by the Office of Enforcement and who 
wish to apply to vacancy announcements for regional offices, will notify the 
Chief of Staff of their interest by submitting a resume and cover letter. These 
candidates will be interviewed only by management and considered in advance 
of external candidates who apply to the posting. 

RESERVE POOL 

• If we end up with more candidates we wish to hire than spaces available, we will 
maintain a list of candidates to contact in the future when vacancies arise. The 
Chief of Staff will contact these candidates to let them know that they remain on 
our reserve pool. 
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Intern Use of Writing Samples 

We encourage Enforcement interns to seek out written work. If interns are 
particularly interested in creating something that can be used as a writing sample, 
they should talk to the intern coordinators about obtaining assignments conducive 
to developing this work product. 

The following guidelines apply to use of writing samples created during 
internships in the Office of Enforcement: 

• It is generally not OK to use as a writing sample any memo 
discussing the following: 
o Bureau authority or jurisdiction 

• Statutes of Limitation or Retroactivity 
iii. The use of prosecutorial discretion 
Discussions where the law in a particular area of interest to 
the Bureau and our constituencies  is unclear and the author 
advocates a particular viewpoint 

• Memos that clearly identify a particular investigation or 
pending case 

• It is generally OK to use as a writing sample any memo discussing the 
following: 

o Black letter law 
o An analysis of law and fact that is non-controversial or so specific 

to the particular facts presented that it would be unlikely to have 
general applicability to other matters 

o A discussion of process, federal or administrative procedure, or 
ancillary legal issues (e.g. rules of evidence, FOIA) 

When someone who has worked as an intern in the Office of Enforcement would 
like to use their own written work product created during their internship as a 
writing sample for a future opportunity, he or she should do the following: 

• Talk to the attorney who assigned the project to get a general sense of 
whether the memo contemplated would be appropriate for a writing 
sample, based on the guidelines above and the attorney's knowledge of 
the matter for which the memo was created (Enforcement Attorneys 
may consider consulting with ALDs if they are unsure about what to 
recommend); 

• Redact any case/investigation-identifying information, names, 
facts, application of law to facts, etc.; 

• Prepare the document on blank or personal (not CFPB) letterhead; 
• Include the following header on the document: 
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o This writing sample reflects work performed by the author during an 
internship at the Consumer Financial Protection Bureau. It has not 
been edited by any employee of the Bureau. The views expressed 
herein are the author's only, and have not been adopted by the 
Bureau or any of its employees. 

• Ask the Enforcement intern coordinator(s) to confirm with the supervising 
ALD that he or she is comfortable with the memo being used as a writing 
sample. 
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Work Schedule Trial Policies 

I. General 

• These policies supplement the Bureau-wide AWS and Telework Policies. Office of 
Enforcement Personnel must abide by both Bureau and Office policies. 

• AWS and Telework are privileges for — not entitlements to — Enforcement 
Personnel whose work and performance permit them to take advantage of 
these opportunities. 

• In order to take advantage of AWS or Telework, Enforcement Personnel 
must be performing satisfactorily. 

• The Office of Enforcement is adopting these policies for a 9o-day trial period. 
After go days, we will re-evaluate the policies. 

II. Telework 

• All Enforcement Personnel who have been on the Enforcement team for at least 
three months are eligible to be considered for Situational Telework. 

• All Staff attorneys who have been on the team for at least three 
months are eligible to be considered for Routine Telework. 

• Routine Telework may not exceed one day per week and must be the same day 
each week. 

• Staff may be required to come in on scheduled Telework days when the 
work of the Office requires it. Routine Telework days missed due to such 
circumstances will not be permitted to be made up. 

• Enforcement Personnel who are teleworking must be fully engaged in their 
work as if they were physically present in the office. Staff must also leave a 
note on their computer screen or office door stating that they are teleworking 
and providing a phone number at which they can be reached. 

III. Alternative Work Schedule 

• All non-attorney Enforcement Personnel (excluding contractors) who have 
been on the team for at least three months are eligible to be considered for 
AWS. 
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• Enforcement Personnel may only take Flex Days on Fridays. 

• Enforcement Personnel are responsible for ensuring that work on their 
ongoing projects is not disrupted on their Flex Day. This includes identifying 
a back-up responsible for the Enforcement Personnel member's work who 
can act on behalf of the Enforcement Personnel member who is out of the 
office. 

• Enforcement Personnel must set an "Out of Office" email and voicemail on Flex 
Days and must indicate all planned absences on the Enforcement Calendar. 

• Enforcement Personnel may be required to come in on their scheduled Flex 
days when the work of the Office requires it. Flex Days missed due to such 
circumstances will not be permitted to be made up 
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